
A Social Media Spam Detection Ensemble Methodology 

Utilizing Multiple Reputation Approaches 

 

 

A Thesis 

Submitted to the Faculty of Graduate Studies and Research 

In Partial Fulfillment of the Requirements 

for the Degree of 

Master of Applied Science 

in Software System Engineering 

University of Regina 

 

 

by 

Pitiphat Santidhanyaroj 

Regina, Saskatachewan 

July, 2016 

 

 

Copyright © 2016: P. Santidhanyaroj 



 
 
 
 
 
 
 

UNIVERSITY OF REGINA 
 

FACULTY OF GRADUATE STUDIES AND RESEARCH 
 

SUPERVISORY AND EXAMINING COMMITTEE 
 

Pitiphat Santidhanyaroj, candidate for the degree of Master of Applied Science in Software 
Systems Engineering, has presented a thesis titled, A Social Media Spam Detection 
Ensemble Methodology Utilizing Multiple Reputation Approaches, in an oral 
examination held on August 15, 2016.  The following committee members have found the 
thesis acceptable in form and content, and that the candidate demonstrated satisfactory 
knowledge of the subject material. 
 
 
External Examiner: Dr. Paul Laforge, Electronic Systems Engineering 
 

Supervisor: Dr. Craig Gelowitz, Software Systems Engineering 
 

Co-Supervisor: Dr. Luigi Benedicenti, Software Systems Engineering 
 

Committee Member: Dr. Christine Chan, Software Systems Engineering 
 

Committee Member: Dr. Raman Paranjape, Electronic Systems Engineering 
 

Chair of Defense: Dr. Mehran Mehrandezh, Industrial Systems Engineering 
 
 
 



	 I	

ABSTRACT 

Over the past number of years, social media has become increasingly 

popular.  This increased popularity has made social media a target for 

spammers.  In addition to email systems, spammers have also turned their 

attention towards social media message systems and spam has become an 

increasing problem.  Spam clutters user message feeds and can also affect the 

outcome of social media analysis systems.  Traditional approaches to spam 

detection for individual social media messages is less effective due to message 

context, character limits, special characters and the like. 

 
This thesis proposes alternative methodologies for identifying and 

removing spam from social media systems.  The Spam Sent User History (SSUH) 

and User Reputation Information (URI) methods proposed in this thesis are 

alternative approaches to standard text classification of individual 

messages.  Through the learned categorization of spammer behavior, the 

likelihood of an incoming message originating from a spammer can be 

determined.  This is accomplished through k-means, Bayesian and Threshold 

analysis of the incoming message's user data.  The SSUH and URI methods 

proposed are utilized in concert as an ensemble approach to social media message 

spam detection.  The results in this thesis shows that this methodology provides 

increased accuracy over traditional spam detection approaches. 
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Chapter I: Introduction  

1.1 The problem  

 In recent years, the evolution of Internet technologies has included the mass 

adoption of social media.  Social media has continuously evolved in a variety of 

ways.  Not only has it become part of many people's daily lives, it has generated 

communities, business ventures and is used for a variety of other purposes.   

 Social media data is also useful for analyzing public trends.  Several social 

media platforms have developed tools for access to their data.  For example, 

Twitter provides access to their data through a published API.  Twitter is one of 

the largest social media platforms and includes over three hundred million users 

as of 2015 [30].  Twitter's own statistics show that its users send more than five 

hundred million tweets a day. This is approximately seven thousands tweets a 

second.   

 Spam has become a problem for many social media platforms.  Twitter 

generates a significant amount of incoming data everyday but this data also 

includes spam.  There are several publications that indicate spam in social media 

has become a problem.  NexGate [31] is a research team that has investigated 

spam in social media and found that social media spam had risen 355% in only 

half a year in 2013.    

 Due to the vast number of Tweets generated, reducing spam must be done in 

an automated way.  Automatic spam detection has been used effectively for e-
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mail but because of the nature of tweets which includes a limited number of 

characters, hashtags and other unique factors, tweet spam detection requires 

different methodologies to be employed in order to be effective. 

 

1.2 Motivation for research 

 The motivation of this research is to investigate and create an effective spam 

detection methodology that will provide increased spam detection accuracy for 

social media systems.  Detecting spam in social media data is important because 

spam clutters user data feeds.  In addition, clean and relevant data is required for 

accurate social media analysis systems.  It is a challenge to detect spam in social 

media because the data context itself may not be sufficient enough for accurate 

detection.  As such, user account behavior may also be used to potentially 

increase spam detection accuracy.  The intention of this research work is to 

develop a methodology to recognize and classify spam based on the content of the 

data and the associated account behavior of the user.  The methodology intends to 

analyze both the content and associated user behavior simultaneously to increase 

the accuracy of spam detection.  The content of the data and its associated user 

behavior is weighted together and proposed to help increase the effectiveness of 

spam detection in social media. 
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1.3 Research Objectives 

 The overall objective of this research is to provide a spam detection 

methodology that can analyze social media data and categorize spam.  Spam 

detection techniques are to be investigated and examined for application as a pre-

classifier.  This research will utilize Twitter for testing various methodologies and 

the evaluation of results.  The main objectives are to evaluate tweet messages and 

the behavior of its associated users.  After the evaluation, a detection decision will 

be made based on the results of analyzed messages and their associated user-

behavior. Spam data can then be removed from a Twitter data stream to 

effectively "clean" tweets of unnecessary or irrelevant data.  These research 

objectives are important because spam is not only an annoyance for social media 

users, undetected spam can also decrease the accuracy of social media analysis 

systems. 

 

1.4 Research Contributions 

 The contributions of this research are:  

• A Spam Sent User History (SSUH) methodology that detects spam users 

based on their user account spam sent history.   

• A User Reputation Information (URI) methodology that utilizes user 

account behavior parameters to determine whether they are spammers or 

legitimate users.   
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• The Naïve Bayes and k-Nearest Neighbor (k-NN) techniques that utilize 

both the SSUH and URI methodologies as simultaneous processes to 

determine a spam user account. 

• A Threshold Validation technique that enhances the k-NN technique to 

improve its accuracy. 

 

1.5 Research Organization 

 This research is organized into five chapters. The first chapter is an 

introduction to the research.  It explains the motivation and objectives of this 

research as well as the contributions of this research.  Chapter two contains 

background and related work.  This chapter explains some of the background of 

spam detection and information gathered from published studies.  Chapter three is 

the experimental setup.  This section explains the algorithms, techniques and 

methodologies that are used in this research.  Chapter four contains the research 

results.  In this chapter, the experimental results are evaluated.  Chapter 5 contains 

the conclusions of this research and its potential future work.  
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Chapter II: Background and Related Works 

 The word “spam” is usually considered an unsolicited and unnecessary 

message that disturbs users [1].  Spam can be in the form of computer viruses, 

scams or content that waste resources such as time and cost.  Using the term 

“spam” to indicate an annoyance originated with the Monty Python comedy TV 

sketch show in the 1970s. One of the Monty Python comedy sketches included the 

word “spam” sung incessantly to drown out the main dialog [2].  As such, in 

popular culture, spam became widely known as an annoying interruption.  

 Spam, as we refer to it today, typically appears in e-mail form where 

spammers send messages to many users for commercial purposes.  Spammers 

send one message and forward it to potentially millions of email accounts 

simultaneously.  As this practice has become more prevalent, it has caused users 

and businesses to consume resources in order to eliminate it.  There are three 

basic methods that are widely used to prevent email spam [2]:  

 

• Detecting the source of spam 

• Blocking unknown sources  

• Filtering it at the destination  

 

 These three methods have been widely used and have been applied to many 

studies in the spam detection field.  In order to create a system that is capable to 
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detect spam, an understanding of spammer behavior may be required.  

 Norman [3], investigated spammer behavior and explained that spammers 

commonly work for companies.  They earn money by sending spam messages to 

get attention from people.  The intention is to advertise the products of the 

company.  There are three basic things that spammers do:  

 

• Advertise products or websites. 

• Harvest email lists from numerous sources. 

• Convince or trick people to install an affiliate program. 

 

 Affiliate programs usually appear as executable software.  The spam 

software intends to infiltrate a computer by installing itself without being noticed 

by a user.  Many affiliate programs include advertisements, business marketing 

and computer viruses. 

 Norman [3] explains that as long as Internet marketing exists, it is 

impossible to stop spammers from sending spam.  Spammers and programmers 

are similar in that they are trying to develop automated systems.  The difference is 

that spammers are trying to abuse message systems and disturb the privacy of 

users whereas spam detection programmers try to create protection systems to 

eliminate spam and protect the privacy of users. 

 A spam detection system is in direct opposition to the efforts of spammers 

and aims to protect users from spam.  A spam detection system attempts to 
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identify incoming messages and make decisions whether incoming messages are 

valid or invalid.  It is reasonable to say that a detection system will never be 100% 

accurate because it is designed by human beings.  If a system is designed in a 

simple way, then it can also be easily abused by a spammer and become 

ineffective. 

 This research proposes an alternate approach for creating a spam detection 

system.  In this thesis, an explanation of a detection framework, its algorithms, 

and experimental results will be described.  Many spam detection systems use 

data acquisition techniques.  They utilize software development tools to generate 

data to aid in spam detection.  The generated data is then used to train and learn 

based on the given algorithm of the system to improve its spam detection 

accuracy.  

 There are many studies of spam detection in social networks.  Wang [23] 

proposed content-based and graph-based detection with an old version of the 

Twitter API.  This research tested four classifiers to Wang’s graph-based model 

and shows that the common Naïve Bayes algorithm was outperformed by his 

model. 

 Tweet tracker [54] is another approach that tracked keywords.  It focuses on 

the topic of Humanitarian Aid & Disaster Relief (HADR), which is relevant to the 

disaster that occurred around the world.  The Streaming API was utilized for 

tracking down the keywords and location of a user.  Two architectures were 
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designed as backend and frontend service.  This research provided a software tool, 

which plotted a location of disaster, but there were no explanations about how 

accurate the retrieved data was. 

 Li [55] generated a software tool called TEDAS or Twitter Base Event 

Detection and Analysis System.  The concept is to detect, analyze and identify the 

importance of the new events based on tweet data.  This software tools focused on 

Crime and Disaster Events (CDE) only.  The conclusion of this study proved that 

every 100,000 tweets contained only 30% of CDE events.  This study showed 

80% accuracy. 

 Another similar architecture to this study is the research of Mathioudakis 

[56], who generated Twitter Monitor for detecting various trending topics.  The 

research detected trending topics by grouping and using the frequencies of 

keywords.  However, the study of Mathioudakis [56] did not provide a method to 

eliminate spam.   

 Twitris [58] is a software tool which investigates given topics and provides 

related events.  However the accuracy of Twitris version 3 has not yet been 

provided but it is open to the public which allows any user to utilize it at [58]. 

 TweetXplore [57] is another approach [56,58] that collects tweets and tracks 

based on what the user desires.  It has utilized 5.6 million tweets to train and 

organize data.  It investigates preferred time of users to tweet, topic of interests, 

the number of retweets and the popularity of hashtags for each user.  However, 
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any explanation of false positive data was not provided in this study. 

 From a study of Abi-Haidar [35], the main role of a spam detection system is 

aim to reduce the number of false positives and false negatives.  These values can 

be classified manually when the data size is small.  However, it is impossible to 

classify an extremely large amount of data that continues to be generated.  

Artificial intelligence is therefore applied to many systems to automate the 

process. 

 Machine learning has been widely used in the spam detection field [37].  

Much of it involves text classification.  However, it requires a lot of effort and 

expertise to generate good results.  A study by Ptamias [37] investigated spam 

filtering with the Naive Bayes classifier.  The study shows that there is a waste of 

connection time, resources, and money for maintenance.  

 In this research, a spam detection system is designed to be part of the data 

acquisition process. The intention is to eliminate the incoming spam text from 

social media streams. 

 

2.1. Research Frameworks  

 A research framework is a conceptual structure utilized before building a 

more complex system.  In this thesis, a research framework is considered and 

designed before creating and implementing a spam detection system.   

 



	 10	

 Many studies describe how to create a framework.  Numaker [4] explains, 

that an understanding of a research framework is necessary in order to create a 

good software framework.  Research frameworks consist of two main 

components.  They are, the research process and the body of knowledge.  This is 

illustrated in Figure 1.  

 

Figure 1. Foundation of research framework [4] 

 

  A research process is the comprehension of topics for developing a 

hypothesis and proposing solutions.  Accomplishing the research process requires 

investigation, study and time.  The body of knowledge provides research 

continuity.  It expands information about given topics and provides details, 



	 11	

theories and accumulated knowledge.  An investigation of the body of knowledge 

is the first step in forming a framework.  The understanding of the research 

domain proceeds experimentation.  The body of knowledge enables a research 

objective to be established through a valid methodology.  The research process is 

then conducted through experimentation and evaluation of associated results.   

The process of creating a research framework is [4]: 

 

Step I. Construct a conceptual framework  

 The first step consists of questions and the identification of problems within 

given topics.  These are questions that have not yet been answered or understood 

deeply. 

 

Step II. Develop an architecture   

 The purpose of a framework is to encapsulate functionalities, designs and 

components in a system architecture.  The design is based on identified 

requirements from a hypothesis. 

 

Step III. Analyze and design the system  

 For this step an understanding of the data structure is necessary because it 

needs to be matched to the objective of a given domain.  A lack of understanding 

of the data structure can make a system less efficient and may lead to fatal errors 
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later.  

 

Step IV. Build the prototype system  

 Scott [5], wrote that “Building a prototype system is an engineering 

concept”.  It is the actual implementation required to examine the hypothesis.  An 

implementation is a way to demonstrate the facts and objectives of the research 

project.   It is a summation of an empirical study based on given topics. 

 

Step V. Observe and evaluate the system  

 This may be the most important step of the process.  In this step, the results 

of the experiment may justify a given hypothesis.  It is the conclusion of the 

process, which may lead to new discoveries or provide a new contribution for 

further study.  

 In this research, a framework is designed based on the above five steps.  A 

backend service is chosen as a suitable method to design the framework because it 

will continuously execute 24 hours day.  

 

2.2. Backend Service Components 

 A backend service refers to a service that executes behind a system.  It is a 

collection of processes where operations, processes and evaluations execute 

together at the heart of a system [34].  Backend services are widely used as 
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automated servers [6].  One simple example is a database service [7], where all 

operations are computed as part of a backend system.  The concept of backend 

services have been widely utilized in social media applications [34] and is 

illustrated as in Figure 2.  

 

Figure 2. Backend service 

 

 In this research, the data acquisition and spam detection process will execute 

as a backend service.  The first step of the process begins with a data acquisition 

process.  
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2.3. Data acquisition 

 The process of spam detection requires data acquisition because the 

gathering of data is required to both train and analyze the system.  A spam 

detection system aims to remove spam before utilizing the data gathered.  

 Social media data acquisition may be done for a variety of reasons.  Two 

popular reasons are described below [8]: 

 

I. Network traffic analysis [9, 10, 11] 

 Network traffic analysis investigates the interactions between users 

over a period of time.  The idea is to analyze network links between users 

and evaluate the number of requests and responses that occurred over time 

[8].  It results in network content, where the content can be used to extract 

more information about the user.  However, there are some difficulties in 

implementing network traffic analysis: 

• Privacy issues - Social media users may set their accounts as private.  

This blocks the extraction of their personal information. 

• Missing data - Sometimes a specific network interval may not provide 

sufficient analysis data between users. 

• Structure of social media - The structure for each social media platform 

is unique.  As such, it can be difficult to apply the same techniques 

across platforms.  For example, a technique that can be performed well 
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with Twitter may not work well with Facebook.  

 

II. Crawling the user graph [12]   

 Crawling the user graph is a popular technique that utilizes one set of 

users to find another set of users [8].  The concept is similar to a graph 

model where user is considered as a node and each node can be linked to 

other nodes.  Crawling is a technique that crawls from one user in order to 

discover new users.  This technique sometimes causes a misunderstanding 

with social network services and may be identified as a threat or a Denial of 

Service (DoS) attack [8].  This is because of this technique’s potential to 

crawl data infinitely and as such, the service provider may identify it as a 

threat.  This can result in IP banning or other restrictions by the service 

provider. 

 In this research, the data acquisition process is performed on the 

backend service, which sends a request to the service provider. The 

application program interface (API) is employed to send and retrieve data 

from the service provider.  If many requests happened at the same time from 

the same API, the service provider would consider it as a threat and 

disconnect all connections. It is important to adhere to the API guidelines 

and restrictions to avoid interrupting the data acquisition process. 
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 2.4. Application Program Interface (API) 

 An application program interface is a methodology for access and 

modification of application resources.  It is often integrated with websites or third 

party applications and provides user interaction directly with a service provider.  

Twitter and Facebook are examples of social media services with APIs.  Twitter 

and Facebook have different API structures.  These different methods require an 

understanding of their data structures.  The concept of an application program 

interface can be described in the figure below.  

 

 

 Figure 3. Application program interface [13] 

 

APIs offer a flexible way to get access to data from the service provider.  

They act as a medium between users and service providers to provide direct 

interaction with them.  One definition of an API is: “An abstraction that is defined 

by the description of an interface and the behavior of the interface” [13].  APIs 

have the ability to adapt and integrate with other platforms and thus have become 
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successful and popular ways to interact with a service provider [13].  

 

2.5. Twitter API 

Twitter is a micro-blogging service that allows users to blog short 

individual messages [14].  The messages in Twitter are called “tweets” and each 

tweet is not allowed to be more than 140 characters [14, 17].  Twitter also 

provides APIs.  The current Twitter API version is 1.1 and requires authentication 

for every end-point [68].  Verification requires an application key and its 

authentication is required before making a request to Twitter through the API.  

 There are currently two kinds of APIs in Twitter, they are [14, 18]:  

 

• The Streaming API  

• The REST API  

 

Both APIs can be used to fetch specific parameters such as words, phrases, 

and hashtags [16].  Twitter data is returned in the JSON format which is widely 

used in many applications [18].  Both APIs respect the user’s desire for privacy: if 

a user sets his or her account as “private” then the API will not release any 

information on that account. 

The REST and Streaming APIs share the same concept for requesting data.  

Requesting data from the Twitter API is illustrated in Figure 4. 
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Figure 4. Requesting data from Twitter APIs. 

 

2.5.1 REST API 

The REST API allows access to recent tweets [18].  It can be used to query 

a specific user or search term to gather recent tweets, replies and retweets.  

According to the API documentation [19], there is a rate limit for requests.  

Twitter counts each individual request from each authenticated user.  Once the 

number of requests has reached a specified limit, it will stop providing data 

temporarily.  A given authenticated user can make fifteen requests every fifteen 

minutes.  Each request can fetch a maximum of 1,500 tweets.  There are two 

major limitations of the Twitter REST API, they are: 
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I. Number of requests 

GET-based requests for the REST API allow access to profiles, status, and 

tweet history.  Utilizing the REST API is not recommended for a real-time system 

because the limit is only fifteen requests every fifteen minutes [19].   Violating the 

rate limit rules may result in the requesting IP getting banned and blacklisted by 

Twitter. 

II. Limitation of generating past data 

Another limitation of the REST API is that one can only fetch data from 

the past 7 days.  Although, the REST API has an option to globally query tweets 

based on a specific date, the tweets have to be in range of the past 7 days only. 

  

 2.5.2 Streaming API 

The Streaming API can be used to get access to Twitter’s resources 

continuously.  Similar to the REST API, it also requires authentication and 

authorization before gaining access to Twitter’s resources.  Twitter recommends 

utilizing it for real-time systems because there is no rate limit for multiple 

requests.  Although it has the potential to handle an unlimited amount of requests, 

there are also restrictions.  Twitter allows an application to only make a single 

connection to the streaming API.  If two or more connections are attempted from 

the same authorized user, multiple connections will be cut off and reduced to one 

connection.  
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2.6. Database  

A database is an important component for many systems.  It is one of the 

traditional ways to integrate a collection of data in one location.  It is utilized to 

store important information for various purposes, such as employee personal 

information or company information [21].  In this research, a database is utilized 

to store all tweets and include tweet content and user information.  

 Relational Databases are a popular way to manage relationships between 

data.  The structured query language (SQL) is utilized to perform queries and 

manage data.  APIs may also expose data from databases.  This integration can 

allow users to interact with a database service indirectly.  APIs have become a 

popular way to access database services because it does not require direct access 

to the database itself and access can be limited based on the API’s exposed 

functions [21]. 

 

2.7. Java Script Object Notation (JSON) 

Java Script Object Notation (JSON) is a data interchange format.  It  was 

originally developed for JavaScript communication which is widely utilized on 

websites.   

Twitter data is returned in the JSON format [18].  To acquire data, an 

understanding of JSON is required.  One advantage of JSON data is its data 

structure.  Data in JSON format is human readable and thus easy to understand.  
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The example of JSON format is shown in Figure 5, 

 

Figure 5. Display JSON format. 

 

 As in Figure 5, the data is “describing the structure of other data [20]”.  The 

JSON format does not allow for arbitrary code and data must follow the JSON 

standard.  Figure 6 is an example of JSON data from Twitter. 
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Figure 6. Displays a JSON data from Twitter 

 

 Droettboom [20] explains that JSON “results” contains all information 

together.  Inside the “results” element, are multiple elements.  Each element stores 

a “value” provided by Twitter.  The utilization of the Twitter API can be found in 

[68].  

 

2.8. Data structure in Twitter 

 The Twitter data structure is not complex and tweets are limited to only 140 

maximum characters.   The raw data may contain unnecessary text such as 

different languages, symbols, ambiguous words, spam and the like.  The data 
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structure of returned tweets includes raw data with the following information:  

 

I. Tweet content 

II. User information 

 

 2.8.1 Tweet Content 

 Tweet content includes username, date and time.  It may also contain 

unnecessary characters and symbols.  There are many symbols in Twitter.  Each 

symbol may have a different meaning or function.  Some common symbols are: 

 

• Hashtag  

 A Hashtag is a common symbol in Twitter and used to group trending 

topics together [22, 23].  It is similar to an ad-hoc category mechanism for 

users to classify all relevant information for a topic.  In Twitter, a hashtag 

can be queried as a regular search term.  However, a “#” symbol in front of a 

keyword query is slightly different than a regular search term because the 

result only returns tweets with a “#” symbol in front of the keyword.   

 For example, if a user includes a hashtag of “#Regina” in their tweet, 

the tweet will be grouped under the ad-hoc category of “#Regina”. When 

“Regina” or “#Regina” is queried, the query will return the tweet.   

 The hashtag is a popular tool for abuse by spammers because of the 
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limitation of 140 characters.  Spammers often utilize hashtags in their spam 

messages or include a URL after a hashtag.  This can cause difficulty in 

identifying spam.    

 The utilization of the hashtag has changed over time.  Users sometimes 

include a hashtag for many words within a tweet as a trend or to get attention 

from their friends.  Some of them use many hashtags and connect them 

together into a sentence.  An example of abusing hashtags is shown in 

Figure 7.  

 

Figure 7. Example of an abusing hashtag  

 

• Reply and Mention (@) 

  Reply is an option for commenting on or answering tweets between 

users.  The intention of this feature is to allow users to utilize it as a search 

mechanism to track their conversations [23].  The studies of McCord and and 
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Wang, [22, 23] show that in Twitter, this feature is easily abused by 

spammers because Twitter allows the reply feature freely.  Anyone can 

mention anyone else without restriction.  To reply to a user in Twitter, one 

can simply do it with a symbol “@” and follow it with the “username”.  It 

provides the ability to mention without getting any permission from the user.  

Spammers can simply include “@” symbol and refer any user they want in 

order to send tweets directly without any explicit permission of the user. 

 

• Retweet  

  The Retweet is a mechanism to resend a tweet.  It is similar to “Like” 

and “Share” in Facebook.  The more users retweet, the more popular that 

tweet becomes.  In the Twitter API, if a tweet is retweeted, it starts with a 

symbol of “@RT”.  The Streaming API has a mechanism to check the total 

number of retweets, but it cannot be used to determine the person who 

retweeted.  For example, if the tweet was retweeted 50 times, one cannot 

determine the names of the previous 50 persons who retweeted.  

  There is a value called “status_count” which indicates the total number 

of tweets for a given user.  However, it is difficult to utilize this value because 

the API includes the number of tweets and retweets added together.  That 

means all actions, tweets or retweets increases the count by one.  Therefore, in 

this research, this value is considered as follows: 

• The user’s tweet history - the retweet is not considered to be a user’s tweet 
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because it does not originate from that user.  Therefore, the retweet content 

is excluded from analyzing the user’s tweet history. 

• The user’s behavior - the total number of tweets and retweets are difficult 

to distinguish from each other, but the value is still used to help determine 

the behavior of spammers.  

 

• URL  

  The URL feature is another way for spammers to abuse tweets.  Since 

the maximum is only 140 characters for a single tweet, attaching a URL 

within a tweet has become a clever way for spammers to expand their 

messages.  In Twitter, there is a shortener link indicated by “t.co”.  Shortener 

links are short versions of a URL.  Spammers will also use a shortener link 

such as “bit.ly” to avoid malicious links being detected by Twitter.  They 

shorten their link before getting shortened again by Twitter.  Sangho [24], 

provided a mechanism to detect an individual redirect URL and chaining 

links.  It showed that spammers usually have two or three nested URLs.  They 

form a chain link with their original URL and redirect it to another URL such 

as “bit.ly”.  This technique is difficult to detect because it is difficult to tell 

whether the tweet contains a malicious URL or not.  Not every tweet that 

contains a URL is considered spam.  In this research, URLs are not used to 

make a spam detection decision.  
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 2.8.2. User’s Information 

 User information can be extracted from an incoming tweet.  Every tweet 

contains both the tweet content and the user information.  Extracting user 

information helps identify whether the user is a spammer or a legitimate user.  

The user information can be extracted and categorized by: 

 

• Tweet ID - indicates the unique ID of the tweet.  This unique factor is 

assigned to the tweet by Twitter.  It is an option that is used to track 

tweets.  Utilizing the tweet ID helps solve the problem of data redundancy. 

• Name - indicates the name of the user who tweeted.  It could be a real 

name, a nickname or an alias because there is no restriction to setting the 

name in Twitter.  Name refers to what name appears on the users Twitter 

profile. 

• Location - indicates a location for the user.  This is optional and a user 

may or may not provide a location.  It has no fixed format. 

• Language - indicates the main language of the user.  It is in a form of an 

abbreviation.  For example, English will be set as “en”.  This information 

is optional and can be used to query from a specific language. 

• Time Zone - indicates the time zone of the user.  This is optional and a 

user may or may not provide it.  It has no fixed format. 

• Twitter Name - the name of the Twitter account of the user.  It could be 
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real name or an alias.  This option cannot be changed or modified once 

registered.  

• Followers - indicates the total number of followers.  Followers refer as the 

people who follow the user.  This information is updated by Twitter.  

• Following - indicates the total number of other users that this user is 

following.   This information is updated by Twitter. 

• Statuses - indicates the total number of tweets that has been sent by the 

user.  This value is updated by Twitter.  As mentioned in the section 2.8.1, 

any actions from tweet and retweet are accumulated together in this value.  

It is based on tweet history and can be an important factor to identify 

spammer behavior. 

• URL - a direct link that navigates to the user’s Twitter profile.  This option 

is provided by Twitter. 

• Profile Image - a direct link that navigates and displays the current profile 

image of the user on Twitter.  This option is provided by Twitter. 

• Information - indicates additional information of the user.  This is 

optional. It describes what the user is currently interested in, such as 

hobbies, purposes, goals, or other information. 

• Date - indicates the creation date of the user account.  A creation date is 

the day the user registered the Twitter account.  This factor is provided by 

Twitter and cannot be modified.  It can be utilized to help determine 
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spammer behavior by calculating their online time. 

 

2.9. Algorithms and techniques 

 Algorithms and techniques are major components of a spam detection 

classifier.  There are many algorithms which relate to the spam detection field 

such as support vector machines, Bayesian analysis, chi square tests and the like 

[69, 70].  Different algorithms are suitable for different tasks based on the 

requirements.   In this research, identifying spam is separated into two tasks which 

are: 

• Spam messages (Content-based) 

• Spammer behavior (User-based) 

 

 There are two published algorithms that were chosen for training and testing 

in this research.  These algorithms are:  

• Naive Bayes  

• k-Nearest Neighbor  

 

2.10. Naive Bayes Algorithm 

 The Naive Bayes algorithm is widely applied in the text classification field.  

The concept utilizes the probability from each feature to calculate the probability 
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of an outcome event.  The Bayesian algorithm is in a form of “conditional 

independence”, where attributes are considered as independent values of a class 

[49].  Each attribute is independent from each other, but share the same parent as 

a class node.  The concept of conditional independence is shown in figure 8 [49] 

where C is a class and A is an attribute.  

 

Figure 8. Conditional dependencies [49] 

 Bayesian analysis for training and classifying is relatively simple compared 

to other classifiers such as support vector machines, neural networks and the like. 

Zhang and Ting [49, 50] have shown that Bayesian analysis alone is sufficient and 

provides better results for text classification. 

 

 2.10.1. Bag of Words Model 

 The bag of words model appears in the Naive Bayes algorithm [51, 52].  

The bag of words model is a collection of words that is used to train a 

classifier and evaluate the frequency of an occurring word based on the 
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training set.  The concept is to collect all the words from every set and group 

it together.  This is the “vocabulary” [52].  The "vocabulary", is the list of all 

words.  Each word is defined as a non-redundant and non-order word.  For 

example, if there are two sets of words, which are spam and legitimate. 

 Spam : Hey ! Check This Link ! Click Now ! 

 Legitimate: Hey ! This is a good day 

 Vocabulary = {Hey :2, ! :4, Check :1, This :2, Link :1, Click :1, Now :1, 

is:1, a :1, good :1, day :1} 

 The bags of words can be represented as in Table 1, 

 Hey ! Check This Link Click Now is a good day 

Word in 

spam 

1 3 1 1 1 1 0 0 0 0 0 

Word in 

legitimate 

1 1 0 1 0 0 1 1 1 1 1 

Vocabulary 2 4 1 2 1 1 1 1 1 1 1 

 

Table 1. Bags of words concept 

 From Table 1, there are two ways to utilize the bag of words concept with 

Naive Bayes model, they are the Multinomial and the Bernoulli Naive Bayes 

model [52].  The Multinomial Naive Bayes model counts each feature and 
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calculates it as a frequency to determine an outcome probability.  The Bernoulli 

model considers each feature as boolean which determines each feature as true or 

false.  In this research, the Multinomial Naive Bayes model is applied to calculate 

the frequency of each word.  

 

 2.10.2. Prior and Posterior Probability 

 The prior probability is a suppositional probability.  It is based on a 

prediction before calculating the actual probability [52].   For example, if we 

have two classes (spam and legitimate) where the spam class has 60 

attributes and the legitimate class has 40 attributes, the prior probability for 

both legitimate and spam can be calculated as, 

 Prior probability of legitimate class = 40/(40+60) = 0.4 

 Prior probability of spam class = 60/(40+60) = 0.6 

 If there is an unknown object, where there are 32 spam attributes and 

18 legitimate attributes that define the unknown object.  The likelihood [51] 

of an unknown object can be calculated as, 

 Chance of an unknown object to be legitimate = 18/40 = 0.45 

 Chance of an unknown object to be spam = 32/60 = 0.53 
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 The posterior probability is a conditional probability that is determined 

on certain data [51, 53].  It requires the prior probability to calculate the 

group of data.   From the example above, the posterior probability can be 

calculated by, 

Posterior Probability = Prior probability of event x Likelihood of X in event 

 Therefore, the probability for an unknown object to be classified as 

spam or legitimate can then be calculated as, 

Posterior probability of unknown object to be legitimate = 0.4 x 0.45 = 0.18 

Posterior probability of unknown object to be spam = 0.6 x 0.53 = 0.318 

 Hence, the unknown object will be classified as spam because it has a 

higher likelihood to be spam than legitimate.  Following the concept of 

posterior probability, in Table 1, and the probability from each feature, the 

Naive Bayes probability can be written as the equation below [23, 49].  

𝑃 𝑌 𝑋 =
𝑃(𝑋|𝑌)𝑃(𝑌)

𝑃(𝑋)
 

(1) 

 Where P(Y) is a class and P(X) as an event.  P(Y|X) is the posterior 

probability of Y.  P(X|Y) is the posterior probability of an event to be 

classified as legitimate or spam.  In the spam detection case, class Y can be 
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defined as 𝑦!and 𝑦!, where 𝑦! is spam and 𝑦! is legitimate and P(X) is the 

message. 

 When a sentence or phrase is being classified, the algorithm splits the 

sentence into individual words.  Each word is considered as an individual 

feature and used to calculate the probability based on a training set of 

features. For spam detection systems, training sets are divided into two 

classes that include a spam class and a ham (legitimate message) class. 

 

2.11. k-Nearest Neighbor Algorithm 

 k-Nearest Neighbor (k-NN) is a lazy learning method widely used in 

dynamic web mining [48].  The algorithm counts the number of occurrences 

within a local interested area and uses a voting majority to determine an output. 

For k-Nearest Neighbor, a vote is calculated by determining the nearest distance 

from a specific point to the local point of interest.  The performance of the 

algorithm is based on “k”.  The “k” is defined as the local interested area.  It can 

also indicate a range for the nearest area.  As explained in Guo [48], if “k” is not 

chosen appropriately, it may provide a false result.  One way to determine “k” is 

to run and test the system several times until it reaches a certain point that 

provides the best output [48].  

 k-NN has some disadvantages.  If the data is large, it can lead to a data 
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redundancy problem.  k-NN can use data from a database to form data points [47]. 

These points can be divided as classes to classify a new point.  In this case, the 

database is known as a training set.  It is used to train the system to analyze any 

new incoming data based on the existing training data.  In this research, user 

information is utilized as training data.  Training sets are divided into two classes, 

spammers and legitimate users.  When the system receives a tweet from a user 

that is not already in the database, k-NN is utilized to make a decision whether 

that user is a spammer or a legitimate user.  

The steps of the k-NN algorithm is explained below [45]:  

 I. A positive integer for “k” as a local nearest neighbor point is 

determined.  James [17], shows the performance of k-NN is based on the 

most appropriate nearest neighbor value.  In order to find an appropriate "k", 

a system needs to run a classifier several times to obtain the best result [48]. 

 II. Calculate the “k” nearest points for the incoming point based on the 

data points of the training set.  

 III. Determine a group for the new point and assign it by using a voting 

majority method.  

 The Euclidean method is widely used to calculate a distance between one 

point and another point [46].  It is applied to calculate the closet distance between 

points.  The Euclidean method for calculating on a two-dimensional graph is in 
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the figure below, 

 

Figure 9. Euclidean distance 

 From figure 9, there are three points on the two dimensional graph.  Each 

point can be calculated as a distance from point to point by utilizing their 

coordinate values.  The equation for calculating the Euclidean distance is:   

𝑑 = (𝑝!! − 𝑝!!)!
!

!!!

 

(2) 

Where  d = Euclidean distance 



	 37	

  v = number of dimensions 

  𝑝!, 𝑝!= coordinates from point 1 and 2 respectively 

For example, the distance from point A to C from Figure 9 is calculated as:  

𝑑 𝐴 − 𝐶 = (24 − 83)! + (80 − 55)! 

𝑑 𝐴 − 𝐶 = 64.07 

 

2.12. Precision and Recall 

 One way to measure the accuracy of a classifier is through precision and 

recall calculations.  Precision and Recall are basic equations to measure system 

efficiency.  Precision is a predictive confident measure for the predicted positive 

case.  Recall is the predictive sensitivity that focuses on actual positive values 

which will be predicted as a positive case [39].  Precision and recall calculations 

are based on the table below [38-40], 

 

 True Positive True Negative 

Predicted positive true positive (tp) false positive (fp) 

Predicted negative true negative (tn) false negative (fn) 

 

Table 2. Precision and Recall  
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 From Table 2 Precision, Recall and Accuracy are calculated by the following 

formulas: 

𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =  
𝑡𝑝

𝑡𝑝 + 𝑓𝑝 

(3) 

𝑟𝑒𝑐𝑎𝑙𝑙 =  
𝑡𝑝

𝑡𝑝 + 𝑓𝑛 

(4) 

𝑎𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =  
𝑡𝑝 + 𝑡𝑛

𝑡𝑝 + 𝑡𝑛 + 𝑓𝑝 + 𝑓𝑛 

(5) 

 

 These formulas are commonly used to evaluate system performance.  In this 

research, it is applied to each classifier for estimating both individual and overall 

performance. 

 

2.13. F-measure 

 An F-measure evaluation is another approach that is widely utilized to 

measure system performance.  It is a mean measure of precision and recall 

[42,43].  F-measure can be calculated as follows: 

From the equation (3) and (4): 

𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =  !"
!"!!"

     𝑟𝑒𝑐𝑎𝑙𝑙 =  !"
!"!!"
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Therefore,  

𝐹 −𝑚𝑒𝑎𝑠𝑢𝑟𝑒 =  
2(𝑃𝑅)
(𝑃 + 𝑅) 

(6) 

Where,     

𝑃 = 𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 

𝑅 = 𝑟𝑒𝑐𝑎𝑙𝑙 

 In this research, the F-measure calculation is also used to evaluate 

performance.  

 

Chapter III: Implementation 

3.1. Introduction 

 Spam is a dynamic term that changes over a time [35].  Spam detection is a 

challenge because its definition is from a given human’s perspective.  Spam 

detection should first detect and then eliminate spam.  There are many factors that 

may produce varying results.  There are four fundamental results:   

 

• True Positive - a correct classification of legitimate text.  

• False Positive - an incorrect classification of spam text as 



	 40	

legitimate text. 

• True Negative - a correct classification of spam text. 

• False Negative - an incorrect classification of legitimate text as 

spam text. 

  

 It is a challenge to determine how to increase the number of true 

positives/negatives or reduce the number of false positives/negatives.  One 

hundred percent accuracy in the spam detection field may be considered 

impossible.  Currently, there is no system that can perform with proven one 

hundred percent accuracy.  

 The framework explained in this chapter attempts to maximize spam 

detection accuracy utilizing multiple techniques in parallel and a variety of 

available information related to the incoming messages. 

 

3.2. Framework Implementation 

 The following research framework implementation was designed to gather 

the incoming tweets and detect spam in parallel as a real-time system.  The flow 

chart of the system framework for this research is shown in figure 10. 
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Figure 10. Display an algorithm of the spam detection 
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 3.2.1. Streaming Raw Data  

 The Twitter Streaming API as in Figure 13 generates data in real-time.  

Data at this step is raw data that includes all data provided by the API.  The 

first step of the system is to process data through the English filter.  There 

are two reasons why raw tweets need to be processed by this filter.  

 

I. The system is designed and trained to classify english documents. 

II. Language setting for the user is optional. 

 

 Twitter provides an option to query tweets in english.  By utilizing the 

language option and specifying it as “en”, a query will then generate tweets 

only in english.  However, for any given Twitter account, the user language 

setting is optional.   This is problematic because the search mechanism in 

Twitter only provides data based on what is provided in the optional 

language setting by the user.  

 

 3.2.2. English filter  

 In this research, Bayesian analysis is utilized and is a suitable method 

to determine the message language.  The bag of words method is utilized by 

training on an english dataset.  As a result, when non-english tweets are 

gathered, the classifier automatically identifies them as non-english tweets.  

This technique works well because there are only two options (english and 
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non-english).  If the system required multiple possible options, then the bag 

of words model would not be suitable.  Tweets that are determined to be 

non-english are ignored and disregarded at this step. 

 Because the bag of word model considers each individual word as a 

feature, if there is a mixed tweet containing both English and non-English 

words, each word would be assessed individually and the individual 

probabilities would be combined to find the total likelihood of the tweet 

being in English.  To further increase the probability of non-English tweet 

detection, the concept of 10-fold cross validation is adopted (see Section 

3.2.5.B).  

    

3.2.3. Data Extraction 

 After a tweet is classified as English by the filter, it is further extracted 

into two types of data, content-based and user-based.   The Streaming API 

and the REST API work together at this step.  The raw data gathered by the 

Streaming API is further used to query data from the REST API.  This is 

where, the proposed Spam Sent User History (SSUH) approach and the 

User Reputation Information (URI) approach are utilized in concert.   
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Figure 11. Data extraction 

  

 Data extraction from the Twitter API is shown in Figure 11.  When 

data is first gathered, the system only gets the content-based information 

from an individual tweet.  By utilizing the REST API in addition to the 

Streaming API, the system will gather more information about the user that 

sent the tweet.   

 Scott and Sirivianos [62, 67], showed that spam detection based purely 

on the content of a tweet can eliminate spam messages but also has a high 
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false positive rate.  The study concluded that content-based analysis alone is 

insufficient to eliminate spam.  In this research, a user-based analysis 

approach is necessary to help identify spam. 

 

3.2.4. Multiple Classifiers 

There are two types of classification in this framework: 

 

I. Spam Sent User History (SSUH) Based  

II. User Reputation Information (URI) Based 

 

 These two classifications are performed simultaneously based on three 

classifiers.  SSUH based utilizes Bayesian analysis whereas the URI based 

utilizes k-NN and Threshold Validation analysis. 

 

3.2.5. SSUH-Based and URI-Based 

 The incoming data can be put into two categories, tweet message 

content and user information.  A tweet’s raw data indicates the owner of 

the tweet, which can be mined for user information.  In this research, there 

are four types of data extracted from the tweet’s raw data: 
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• Identification of the tweet - a unique factor automatically assigned by 

Twitter.  Whenever a tweet is created, an ID will be automatically 

assigned to the tweet.  This information is useful because it reduces a 

problem of data redundancy and allows for unique tracking of the 

tweet. 

• Date of tweet - the creation date of the tweet.  It can also be used for 

checking data redundancy.  

• Tweet content - the main body of a tweet that contains the tweet 

message. 

• User who tweeted - indicates the Twitter name of the individual who 

sent the tweet.  It can be used to extract user information. 

 

 The User-based information is then extracted from the “Twitter Name” 

attribute.  As in Section 2.8.2, there are 13 types of information considered 

to be part of an analysis.  In this framework, the user-based information is 

analyzed utilizing the k-Nearest Neighbor and the Threshold validation 

algorithms for identifying spammer behavior. 

 The SSUH-based and URI-based approaches are designed to be 

performed simultaneously.  Both approaches extract, analyze and evaluate 

data to provide results.  For SSUH-based analysis, the Bayesian algorithm is 

the classifier.  The k-Nearest Neighbor and Threshold validation techniques 

are used to classify URI-based information to determine the behavior of the 
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user. 

 The Spam Sent User History focuses on text classification. It analyzes 

all actual tweets from its associated user to determine whether they are 

spammer or legitimate user.  The User Reputation Information, on the 

other hand, focuses on analyzing user behavior.  It utilizes the users’ 

personal information to determine whether they are spammer or legitimate 

users.  Both SSUH and URI have different purposes but work at the same 

level of classification simultaneously. 

 

3.2.5.A. Spam Sent User History Based approach (SSUH-Based) 

 Spam Sent User History (SSUH) focuses on text classification to 

determine spam.  It is based on the individual user tweet history.  The user’s 

tweet history is analyzed to determine whether the user is spammer or not. 

Note that this history is built making use of both the RESTFUL and the 

streaming APIs to ensure a longer window than the 7-day window permitted 

by the RESTful API.  The SSUH-based approach utilizes the Bayesian 

algorithm and is calculated as:  

𝑆𝑝𝐿 = 𝑁  

(7) 

Where, 

SpL = Spammer Likelihood - the value that indicates the 
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likelihood that user who sent the tweet is a spammer. 

NBtweet = The Bayesian value of each tweet of the historical 

tweets of the user. 

N = The total number of tweets in the user tweet history (retweets 

excluded) 

i = The number of tweets in the user tweet history 

 

 The 𝑆𝑝𝐿 of a user is further justified by 10-fold cross validation to 

determine whether the user should be considered a spammer or not.  

 

3.2.5.B. 10-fold Cross Validation 

 To justify the spammer evaluation, 10-fold cross validation technique 

[22] is applied to find the mean of the accuracy.  Cross validation is a 

method that is based on statistics for data evaluation [41].  The concept 

divides interested data into two sections.  One section is for training and the 

other one is for testing.  It is the initial method for k-fold cross validation.  

K-fold cross validation is more effective and widely used in many systems.  

The idea is to determine an appropriate k and divide the data equally as 

followed to k numbers.  There are two reasons to apply cross-validation at 

this point [41]. 
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• To determine performance of the Naive Bayes algorithm which is used 

to train and test against itself. 

• To compare two different kinds of data and determine which one is 

better.  In this case, to compare a filtered and an unfiltered dataset. 

 

10-fold cross validation is an extended method from k-fold cross 

validation.  It divides a dataset into 10 parts, trains 9 parts and tests 1 part. 

Then repeating the same process until all 10 parts are tested and the mean 

of the accuracy is found.  It can be shown as in Figure 15.  
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Figure 12. 10-fold cross validation 

 By utilizing the 10-fold cross validation technique with the Naive 

Bayes algorithm, the average chance of the system to determine whether the 

user is a spammer can then be found.  This approach is utilized as part of the 

final decision to determine spammers. 
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3.2.5.C. User Reputation Information Based approach (URI-based) 

 The User Reputation Information (URI) is extracted through the 

“TwitterName” attribute.  As in section 2.8.2, there are 13 attributes that can be 

extracted.  In this framework, the user-based information is applied to the k-

Nearest Neighbor algorithm for identifying spammer behavior.  The list of the 

attributes used are below: 

 

Necessary 

factor 

 

Name 

 

Twitter 

Name 

 

No. 

followers 

 

No. 

following 

 

No. 

Total 

Tweets 

 

Account 

Created 

Date 

 

Table 3. Displays user’s information after being extracted 

 

 The above attributes are used to calculate and plot a two dimensional 

graph for the k-Nearest Neighbor algorithm to determine spammers.  The 

URI-based approach is then further analyzed by the Threshold validation 

technique to justify the correctness of the k-Nearest Neighbor algorithm.  

These two algorithms are performed together to determine decisions on 

whether the user is a spammer or not.  
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 3.2.5.D. Threshold Validation 

Threshold validation is a concept that helps improve an accuracy of the k-

Nearest Neighbor technique.  In this framework, the Spam Sent User History 

and the User Reputation Information based approaches are normalized and 

plotted on a two dimensional graph and k-NN is applied.  The User 

Reputation Information utilizes the two dimensional graph to determine the 

spammer, where x-axis is the value of user reputation and the y-axis is the 

tweet rate.  

The Threshold Validation concept divides the two dimensional graph into 

four partitions.  These are 22.5, 45, 67.5 and 90 degrees respectively.  For 

each partition, the sender is classified as in Figure 13.  

 

Figure 13. Threshold Validation Concept 

From figure 13, these areas indicate how suspicious the user behavior is. A 

spammer will likely be closer to (1,0) whereas a legitimate user will likely 
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be closer to (0,1). 

Not all data will fall precisely in these areas.  As such, the Threshold 

Validation is utilized as in Figure 11.  Threshold validation divides the two 

dimensional graph into four partitions, they are: 

 0 - 22.5 degree: User is highly likely to be a spammer. 

 22.5 - 45.0 degree: User is moderately likely to be a spammer. 

 45.0 - 67.5 degree: User is moderately likely to be a legitimate user. 

 67.5 - 90.0 degree: User is highly likely to be a legitimate user. 

 

3.2.6. Simultaneous Processes & Decisions  

In this framework, there are three algorithms that are utilized in 

parallel: 

• Naive Bayes algorithm 

• k-Nearest Neighbor algorithm 

• Threshold validation algorithm 

 

 Although the three algorithms are performed in parallel, each 

individual algorithm is focused on a different task.  The Bayesian classifier 

is utilized for the SSUH-based approach whereas k-Nearest Neighbor is 

utilized for the URI-based approach.  The Threshold Validation supports 

the k-Nearest Neighbor algorithm and provides a further justification to the 
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URI approach.  A decision is then made based on a voting majority.  If two 

or more classifiers agree that the user is a spammer, then that is the final 

decision.  A tweet will then be assigned to the database and marked as 

spam or legitimate based on this decision. 

 

3.2.7. Database 

 The data acquisition is designed to handle a large amount of data in 

real-time.  As such, designing and organizing a database for incoming data 

is an important task.  The Entity Relationship (ER) represents a design of 

database [25],  

Where,  

 E is considered an entity. 

 R is a relationship between entities.  

 

 An Entity can refer to a class that contains multiple attributes.  For 

example, if we have a class human, we can consider gender, height, and 

weight as attributes.  A Relationship is a connection between entities.  

There are four kinds of relationship, which are [25]:  

• a one-to-one relationship  

• a one-to-many relationship 

• a many-to-one relationship 

• a many-to-many relationship 
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 The incoming tweets from the Twitter API are both actual tweets and 

reply tweets.  Thus, the ER-diagram of the database can be constructed as 

in the Figure below. 

 

Figure 14. Displays ER-diagram of the database. 

 

 Figure 14 shows the Entity “Tweets” has a relationship of “many to 

one” with the Entity “Users”.  Each user may have many tweets, but each 

tweet has only one user.  Similarly, for the entity “Reply_Tweets”, a user 

can have multiple replies but each reply only has one user.  The 

relationship between “Tweets” and “Reply_Tweets” entities are a “one to 

many” relationship.  Each tweet can have many replies but each reply can 
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have only one tweet.  The ER-diagram in Figure 14 is utilized in the 

database to handle all incoming data. 
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Chapter IV: Experimentation and Results 

 In this research, a framework was designed to improve spam detection.  In 

this chapter the results of several experiments are provided. 

 To begin an experiment, the system needs to consider three factors, which 

are: 

I. Dataset 

II. Approaches 

III. Results 

 

4.1. Email Datasets for training  

 Two majors datasets were initially chosen to apply as a training data for 

testing.  These datasets are available for download online: 

 

• Corpus [26] 

• Enron [27] 

 

 These datasets both have two categories, a legitimate set and a spam set of 

data.  They are widely used as training data for spam in e-mail.  The first 

assumption was that identifying spam text in both Twitter and email may be 

similar.  This is not always a valid assumption, since tweets are only 140 

characters long. Nonetheless, because of the bag of words model, abbreviations 
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and acronyms are classified separately from their expanded versions. This 

increases the vocabulary of the system, but does not compromise the functionality 

of the classifier. As such, an email training dataset may work well for Twitter.  

From two datasets [26, 27], each category was trained as a classifier using the 

Naive Bayes algorithm.  The classifier then analyzed whether the tweets were 

legitimate or spam.  The following table shows the amount of data from these 

datasets used to train. 

 
Name/Amount 

 

 
Legitimate 

 
Spam 

 
Corpus 

 

 
5,012 

 
1,503 

 
Enron 

 

 
3,673 

 
1,501 

 

Table 4. Displays the number of dataset for training a classifier. 

 

 After applying the email dataset in Table 1, the determined accuracy 

utilizing Bayesian analysis was below 50% for both identifying legitimate and 

spam tweets.  It became clear that the email dataset used for training could not be 

used to analyze tweets with any reasonable accuracy.  Therefore, manually 

generating a training dataset from Twitter was necessary.  In order to generate a 

dataset from Twitter, the sources or keywords used to generate spam and 

legitimate tweets are important.  Internet sources [28, 29] provided a list of spam 
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keywords that are popular on social media.  Based on this list, a spam dataset 

from Twitter was generated.  The keywords that were used to generate the dataset 

is listed in Table 5. 

 

 
Category 

 

 
Target 

 
Politics 

 
Obama 

 
President 

 
Whitehouse 

 
Products 

 
iPhone 

 
Samsung 

 
Sony 

 
Business 

 
Coupon 

 
Deal 

 
Free 

 
Sexuality 

 
Sex 

 
Porn 

 
Viagra 

 
Sports 

 

 
Nike 

 
Adidas 

 
Soccer 

 

Table 5. Displays the keywords for generating dataset from Twitter. 

 

 The total number of tweets gathered from the keywords in Table 5 was 

32,114 tweets.  This data was utilized and trained by the Naive Bayes algorithm to 

identify spam messages.  Each individual tweet was categorized and recorded for 

content and user information.  From the 32,114 tweets, 3,000 users were chosen 

manually as a training set for the k-Nearest Neighbor algorithm.  It was separated 

into two sets of 1,500 legitimate and 1,500 spam users.  The user dataset was used 

for training and testing to identify spammer behavior. 

 Before beginning the experiment, a testing set for users needed to be chosen. 
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500 users from both legitimate and spam users were manually chosen from 

selected 1,500 users from each legitimate and spam set.  These users were part of 

the total 32,114 tweets.  They were used to analyze against the classifiers as a 

testing dataset. 

4.1.1. Filtering Dataset 

 Unfiltered Twitter data includes all the text data included in a given tweet.  

However, tweets often have extraneous text that is not necessary.  The reason to 

filter out extraneous items is to focus on the tweet’s actual message rather than 

extraneous items that maybe included in a tweet.  

These items may include:  

 

• Hashtags – used to group trending topics together  

• Replies – used to target and send to usernames directly using the “@” 

symbol  

• Retweets – messages that are re-tweeted that contain no new information 

from an original tweet  

• URL links – URL links within tweets that refer users to websites for 

further information  

 

 The collected dataset in Table 2 were utilized and trained with the Naive 

Bayes classifier as an inference engine.  There were two kinds of datasets at this 
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step:  

 

• Filtered dataset - a dataset that excluded extraneous text such as URLs, 

“RT” or Retweet signs, “@” or Mentioned, or Hashtags #. 

• Unfiltered dataset - a dataset that included everything in the original raw 

tweet. 

 Both datasets were tested to determine the effect of a filtered dataset versus 

an unfiltered dataset.  The assumption was that a filtered dataset would 

outperform an unfiltered dataset. 

 

4.1.2. 10-Fold Cross Validation 

 As mention in section 3.4.3.B., utilizing 10-fold cross validation against 

Naive Bayes and the bag of words model in this research resulted in an average of 

81.56%.  This average value is utilized in the SSUH-Based approach of this 

research.  If the user tweet history is analyzed and has an average below 81.56%, 

they are considered as legitimate users, but if it is over then they are spammers.  

This result is considered in the final determination whether the user is a legitimate 

or a spam user and was applied to the filtered and unfiltered dataset. 
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4.1.3. F-Measure 

 The Naive Bayes classifier was performed on a chosen group of users, 500 

spam and 500 legitimate users.  F-measure was chosen to evaluate the 

performance of the classifier.  The Table below shows at the results after applying 

F-measure to both the filtered and unfiltered dataset 

 

500 of 
Spam/Legitimate 

Users 

 
F-Measure 

 
Precision 

 
Recall 

 
Filtered Dataset 

 

 
0.943 

 
0.978 

 
0.912 

 
Unfiltered Dataset 

 

 
0.95 

 
0.977 

 
0.925 

 

Table 6. F-Measure of Unfiltered and Filtered Data  

 

 From Table 6 the F-value of filtered and unfiltered dataset is only slightly 

different.  However, the filtered dataset does provide an increase in Precision 

which corresponds to the true positive results.  

 

4.2. Multiple User Based Reputation Approaches 

 As shown in Figure 10, the proposed methodology utilizes two main 

approaches in parallel to identify spammers.  The Spam Sent User History 

(SSUH) based approach and User Reputation Information (URI) based approach.  
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The SSUH approach utilizes Bayesian analysis to determine if the tweet history 

from the user account is determined to be spam and thus whether the user should 

be classified as a spammer.  The URI approach utilizes further information from 

the user’s account to establish a two-dimensional reputation metric to determine if 

the user is a spammer.  

 The URI based approach is further divided into two sub-approaches utilizing 

the two-dimensional data.  This includes a k-means approach and a threshold 

validation approach.  As illustrated in Figure 10, the three approaches are used 

and if at least two of three results agree, the determination is made. The following 

sections provide further details on these approaches.  

 Before these approaches are utilized, the incoming tweets in other languages 

are disregarded.  The Twitter Streaming API provides the ability to gather only 

English tweets [12], however the language option is highly dependent on the 

information users provide to Twitter.  If users do not provide information about 

the language they use, the API will not fetch the data and fetch only tweet data 

from the users who have set their account as “language=en”.  To overcome this 

limitation, the Bayesian classifier is utilized to identify English tweets.  

Experimental results showed after applied with the 10-fold cross validation 

technique provided an accuracy of over 97% in this regard. 
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4.2.1. Spam Sent User History Based (SSUH-Based) 

 Spam Sent User History or SSUH-based is an approach that is applied to 

tweet message content.  User information can be extracted to observe user history 

by gathering past recent tweets of that particular user.  Retweets or reply tweets 

from the user history are excluded.  To analyze user behavior, it is necessary to 

screen out unnecessary tweets and focus on actual tweets from that particular user 

only. 

 The SSUH-based approach extracts the user information from the incoming 

tweet so that analysis can be done on that specific user tweet history.  After 

extracting the user information, Bayesian analysis is utilized to evaluate tweets 

gathered from the user’s profile.  If the tweet history of the user is determined to 

be spam, the user is classified as a spammer.  

 Five hundred legitimate users and five hundred spam users were chosen 

manually to test the approach.  Each user was analyzed based on their tweet 

history using Bayesian analysis and the results are shown in section 4.3.1.  

 

4.2.2. User Reputation Information Based (URI-Based) 

 The URI-based approach utilizes user account information from the users 

sending the tweets.  Reputation ranking was introduced in a study by Golbeck and 

Hao [63, 64], which ranked emails by reputation to detect spam.  In this 

framework, user information is utilized.  The personal information is extracted 
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before proceeding to the analysis.  

 

4.2.2.1. Tweet Rate and Normalized online time 

 In Twitter, the number of followers and following may indicate the 

reputation of that user.  The previous studies of McCord and Wang [22, 23] 

provides a definition of user reputation as in Equation (8).   

 

𝑅 𝑗 =
𝑛!(𝑗)

𝑛! 𝑗 + 𝑛!(𝑗)
 

 (8) 

 𝑛!  is the number of followers of user(j) and 𝑛! is the number user(j) is 

following.  Under this experiment, 500 legitimate and 500 spammers were chosen 

manually to test this equation.  The objective was to find an appropriate reputation 

value that can indicate whether a user is a spammer or not.  In general, spammer’s 

should have a higher number of following than the number of followers.  

 Therefore, the reputation for spammers based on the above equation should 

be closer to zero then the reputation for legitimate users.  Figure below displays 

the reputation of 500 legitimate users and 500 spammers based on this equation.    
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Figure 15. Displays the reputation of 500 legitimate users (Left) and 500 spam 

users (Right) based on an equation of (8) 

 

 Some of the spammers have a reputation equal to zero.  The reason why they 

have a reputation value of zero is because some of them do not have any 

followers.  A typical spammer, follows more people than accounts follow them.   

 Figure 15 shows that it is still reasonably unclear based on this equation to 

determine legitimate users from spammers.  Some spammers have a reputation 

close to zero, which indicates the hypothesis may be correct for some spammers 

but it is unreliable.  Therefore, the number of followers and the number following 

are not enough information to significantly identify a spammer’s behavior. 

 This research proposes the user account age to be considered to help identify 

spamming behavior.  The account created date can be used to calculate the total 

number of hours since the creation of the user account.   

 Twitter has its own spam detection system.  However, it often takes some 

time for Twitter to analyze and suspended a spammer account.  As such, 
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spammers typically create temporary accounts to use for sending spam until the 

account gets suspended.  Spammers should typically have a value of tweets per 

hour higher than legitimate users.  A relationship between online time and total 

tweets for both legitimate and spam users is shown in Figure 16. 

 

 

Figure 16. Displays a relationship of online time and total tweets for both 

legitimate and spam users. 

 

 Figure 16 shows that in general, legitimate users tweet less over time than 

spammers.  Conversely spammers, tweet more per unit time than legitimate users.  

Thus, a tweet rate for both legitimate and spam users is can be considered. 

The tweet rate can be calculated as:   

𝑇! =
𝑛!(𝑗)
𝑛!(𝑗)

 

 (9) 
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 Where 𝑛! (𝑗) is the number of tweets of user (j) and 𝑛!(𝑗) is the total 

hours since creation of the user account.  Figure 17 shows the tweet rate for 

500 legitimate and 500 spammers.  

 

 

Figure 17. User Tweet Rate 

 

 Figure 17 indicates that spammers generally have a much higher tweet 

rate (on the order of 10:1) than legitimate users.  Rearranging the tweet rate 

calculation and normalizing it, the equation can be rewritten as Equation 

(10)  

𝐻! =
𝑛!(𝑗)

𝑛! 𝑗 + 𝑛!(𝑗)
 

 (10) 

 Where 𝑛!  is the number of tweets of user (j) and 𝑛!  is the total hours. 

From the above equation, the tweet rate is normalized in the range of 0 to 1. 
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The calculated value for a spammer should be closer to zero than that of a 

legitimate user.  In general, one can assume that the longer time the user 

account has been on Twitter, the higher chance the user is legitimate.  

Conversely for spammers, the less time the user has been on Twitter and the 

higher numbers of tweets, the more likely the user is a spammer. 

 

Figure 18. Modified Tweet Rate Normalized.  

 

 4.2.2.2. Normalized User Reputation 

 In addition to the tweet rate, this research proposes also modifying the 

reputation metric from Equation [8] by utilizing the total number of tweets: 

 

𝑅! =
𝑛!(𝑗)

𝑛! 𝑗 + 𝑛! 𝑗 + 𝑛!(𝑗)
 

 (11) 

 Where 𝑛! is the number of tweets of user (j), 𝑛!  is the number of followers 

and 𝑛! is number of following user (j) respectively. 
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 The modified equation (11) results shown in Figure 19, for spam and 

legitimate users is more clear than in Figure 15.  Legitimate users should have a 

reputation value closer to zero than spam users and vice versa.  

 

Figure 19. Displays a reputation of 500 legitimate and spam users after included 

the tweets factor as followed to equation (8). 

 

 4.2.2.3. Normalized User Reputation and Normalized Tweet Rate 

From equation (10), the number of hours and tweets are normalized to a 

range between zero and one.  Similarly with equation of (11), the reputation for 

each user is normalized to a range between zero and one.  The following figure 

shows both equations applied to both 500 legitimate spam users and plotted it to 

the two dimensional graph where x-axis is the user reputation and y-axis is the 
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tweet rate.   

 

 

Figure 20. Normalized Tweet Rate versus Modified Reputation on a two 

dimensional graph 

 

4.2.2.4. Hypothesis of User Reputation 

 From equation (11), a legitimate user should have a value closer to zero 

than a spammer.  The lower value the reputation value, the less likely that 

user is a spammer.  For legitimate users, they should have a reasonable ratio 

in number of tweets, followers, and following respectively.  
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 If the number of tweets are high and the number of followers and 

following are low with respect to the number of tweets, then a reputation 

value should be closer to one.  Thus, it makes the user to look more like 

spammer than legitimate.  For example, in the case of celebrities, many of 

them will have a high number of followers when compare to the number of 

tweets and following.  In this case, it would make them have a low value in 

reputation and be considered as a legitimate user automatically. 

 

4.2.2.5. Hypothesis of Tweet Rate 

 From an equation (10), a legitimate user should have a tweet rate closer 

to one than a spammer.  Equation (10) is depended on the account’s age.  

Therefore, a legitimate user would have a lower tweet rate than a spammer.  

Even if a legitimate user is new they would not likely have a high tweet rate. 

If the number of tweets is high, it makes the user look like a spammer.  

 However, each individual hypothesis may still be insufficient to 

identify the spammer behavior.  As such, the framework combines the two 

equations (10) and (11) to form a graphical relationship to increase accuracy.  

 Figure 20 shows legitimate users overlapping spammers. Legitimate 

users should be close to quadrant (0,1) where spammers should be close to 

quadrant (1,0).  Given the hypothesis that spammers have less followers than 

legitimate users, a larger weight associated with followers may separate 
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them from legitimate users.  The reputation equation is thus modified again 

below:  

 

𝑅! =
𝑛!(𝑗)

𝑛! 𝑗 + 𝑛! 𝑗 + 𝑛!(𝑗) ∙ 𝑥!
 

(12) 

 

 Where 𝑛! is the number of tweets of user (j), 𝑛!  is the number of 

followers, 𝑛! is number of following of user (j) and a variable 𝑥!  The 

factorial increases the influence of the number of followers in the equation 

and slides the legitimate users towards the left-hand side of the graph.  

 Figure 21, 22, and 23 displays two dimensional graph of reputation and 

tweet rate with 3!, 4! and 5! respectively. 

 



	 74	

 

Figure 21. Normalized Tweet Rate versus Modified Reputation with 3! Followers 

 

Figure 22. Normalized Tweet Rate versus Modified Reputation with 4! Followers  
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Figure 23. Normalized Tweet Rate versus Modified Reputation with 5! Followers 

  

 Figures 21, 22 and 23 show a much better separation of legitimate users 

from spammers.  This indicates that the number of followers is more important 

than the number of following for identifying legitimate user.  In addition, the 

grouping in corresponding quadrants becomes more pronounced.   

 

4.3. Results 

 4.3.1. Spam Sent User History based (SSUH-based) 

 The SSUH-based approach is an analysis of text classification based on user 

tweet history.  The Naive Bayes algorithm performs as the classifier.  Five 

hundred legitimate users and five hundred spam users were chosen manually to 
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test the approach.  Each user was analyzed based on their tweet history utilizing 

Bayesian analysis and evaluated using an F-measure calculation.  The results are 

shown in Table 7.  

500 of 
Spam/Legitimate 

Users 

 
F-Measure 

 
Precision 

 
Recall 

 
Naïve Bayes 

 

 
0.815 

 
0.818 

 
0.84 

Table 7. F-measure of Spam Sent User History Based 

 

 4.3.2. User Reputation Information based (URI-based) 

 k-Nearest Neighbor can be used to find the nearest point in specific local 

area to classify spammers.  This enables the ability to calculate a distance between 

incoming points and identify the class (spammer or legitimate) of the user 

associated with the incoming tweet.  

 From Figure 21-23, a graph is plotted in two-dimensions where the x-axis is 

the modified reputation value and the y-axis is the normalized tweet rate.  The 

classifier calculates the distance from the incoming tweet’s user position to the 

local nearest positions of identified users on the two dimensional graph.  It then 

uses a voting majority to decide whether that user belongs to the spammer or 

legitimate user class.  

 For this k-NN classifier, 1,500 legitimate users and spammers users were 



	 77	

manually chosen to train the classifier.  The “k” was then set as 100, 70, 50, and 

30 respectively.  500 legitimate and spam users were used as a test data.  Training 

was done with 3,000 users and then tested against the 500 legitimate users and 

500 spammers and the results are shown in Table 8.  

500 of 
Spam/Legitimate 

Users 

 
F-Measure 

 
Precision 

 
Recall 

 
   k=100 

 

 
0.824 

 
0.967 

 
0.718 

 
   k=70 

 

 
0.831 

 
0.968 

 
0.728 

 
   k=50 

 

 
0.846 

 
0.967 

 
0.752 

 
   k=30 

 

 
0.854 

 
0.967 

 
0.764 

Table 8. Results using different “k” values 

 Table 8 indicates that “k=30”, provides the highest potential accuracy 

compared to the others.  This means the nearest 30 points from the training data.  

As such, “k=30” was used for the tests in the following sections.  

 For the URI-based approach, the k-NN classifier is insufficient to evaluate 

and determine spammer behavior.  Therefore, the Threshold Validation is utilized 

to help justify the k-NN analysis.  

 Threshold validation divides the graph into four parts, 22.5°, 45°, 67.5° and 

90° respectively.  Using the previous results of Reputation and Tweet Rate, four 
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partitions are considered as likely legitimate to likely spam partitions.  

 As such, each partition can be used to justify a determination for each user 

on the two-dimensional graph.  The result of Threshold validation tested using 

500 legitimate and 500 spammer users is shown in Table 9. 

500 of 
Spam/Legitimate 

Users 

 
F-Measure 

 
Precision 

 
Recall 

 
Threshold 
Validation 

 

 
0.821 

 
0.916 

 
0.744 

Table 9. Displays the F-measure of threshold validation 

 

 4.3.3. Multiple User-based Ensemble Performance 

 In this section, the three classifiers are shown.  As in section 4, the incoming 

tweets are processed by the two simultaneous methods, SSUH-based and URI-

based.  The main purpose of running three classifiers simultaneously is to improve 

the classification of spammers versus legitimate users.  The ensemble of 

classifiers uses a voting majority and thus improves the accuracy of the 

classification.  In this case, there are three separate classifiers and if any two or 

more agree, that will be the determined result.  The accuracy of this ensemble is 

shown in Table 10.  
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500 of 
Spam/Legitimate Users 

 
F-Measure 

 
Precision 

 
Recall 

 
Naïve Bayes 

 

 
0.815 

 
0.818 

 
0.84 

 
k-Nearest Neighbor 

 

 
0.854 

 
0.967 

 
0.764 

 
Threshold Validation 

 

 
0.821 

 
0.916 

 
0.744 

 
Three Classifiers 

 

 
0.882 

 
0.964 

 
0.814 

Table 10. Displays the results of F-measure after running three classifiers. 

 Table 10 shows that the F-measure value of the ensemble outperforms any 

one of the classifiers individually.  Performing all classifiers at the same time 

shows better results compared to executing them separately.  Although, the 

training data for Naïve Bayes classifier was only 32,114 tweets and the k-Nearest 

Neighbor was only 3,000 users chosen manually, it was sufficient to provide 

results with an accuracy of more than 88%.  
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Chapter V: Conclusions and Future Work 

5.1 Conclusions 

 This research presents a framework for detecting spammers in social media 

by using multiple user-based approaches executing in parallel.  In this research, 

the experiment was applied to Twitter, which is one of most the popular social 

media systems.  The Twitter APIs were utilized to accomplish the tasks of the 

experiments. 

 Tweets gathered from the Twitter API, were categorized using the Spam 

Sent User History (SSUH) and User-Reputation-Information (URI) 

methodologies proposed by this thesis.  Utilizing SSUH and URI as an ensemble 

parallel analysis provides more accurate results than simple classification.  It 

accomplishes this through the SSUH Bayesian analysis on historical tweets from 

the user and the URI user account information.  The user account information 

includes the number of followers, the number of users following and a normalized 

tweet rate to establish a two-dimensional reputation graph.  This graph is then 

utilized in both a k-means analysis and a threshold analysis.  The final 

determination is based on a majority determination among the ensemble of the 

three methods executing in parallel.  The results demonstrate that the 

methodology provides significantly better results than any one individual method.  

 This research utilized a relatively small dataset of 37,000 tweets and shows 

that this is sufficient to provide reasonable results.  The classification generated 
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by the ensemble system can be used for further studies and comparisons with 

other spam detection mechanisms. 

 

5.2 Future Work 

 Future work could include integrating URL analysis, text similarities, and 

trending topics for spammers.  This research excluded URLs from the messages.  

If a future system could analyze the content of URLs and create automatic 

blacklists to malicious sites, the spam detection would potentially increase in 

accuracy.  

 Text similarity could also be applied to SSUH.  This could help determine 

spammer's habits based on similar messages.  Natural language processing could 

also be an extension of this idea.  Based on the similarities of messages, the 

system could learn and determine the additional behaviors of spammers.  

Trending analysis could also be useful to determine topics of interest by 

spammers and allow future systems to be more targeted.   
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APPENDIX A: Glossary of Acronyms 

	

API Application Program Interface 

  DoS Denial of Service 

ER Entity Relationship 

    JSON Java Script Object Notation 

   k-NN K Nearest Neighbor 

   REST Representational State Transfer 

 SpL Spammer Likelihood 

  SQL Structured Query Language 

    SSUH Spam Sent User History 

 URI User Reputation Information 

  URL Uniform Resource Locator 
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