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Abstract 

Smart-devices have advanced and qualified an enormous popularity in the past 

decade. However, this development has exposed smart-devices to a large number of security 

attacks. Therefore, it is essential to implement effective security systems to protect smart-

devices. There are different prevention-based strategies for implementing security on smart-

devices such as firewalls, user authentications, and anti-viruses. Occasionally prevention-

based strategies may get passed through various methods. Thus, it is needed to develop security 

systems to detect attacks. In this thesis, we propose a novel host intrusion detection system 

utilizing signature-based detection based on an artificial neural network for detecting known 

attacks in a smart-device. The proposed approach is called Neural Network Host Intrusion 

Detector (NNHID). In this study, a feed-forward neural network (FFNN) is used to 

implementing NNHID and the FFNN is trained by back-propagation learning method. 

We evaluate the effectiveness of NNHID with four metrics: Mean Square Error (MSE), 

False Alarm Rate (FAR), Detection Rate (DR), and Decision Processing Time (DPT). Our 

proposed approach is shown to limit the percentage of false identifications and detects known 

attacks with high performance.  
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1. Chapter1. Introduction 
 

"The only truly secure system is one that is powered off, cast in a block of 

concrete and sealed in a lead-lined room with armed guards." 

 – Gene Spafford 

 

Over the last decades, the development of information technology in the field of 

computer systems and smart-devices have been increasing rapidly [1]. Due to the advances in 

smart-devices technologies, they have become a necessary ubiquitous device influencing our 

daily life [2]. Nowadays, with the popularity of computer systems and connected smart-devices, 

the exposure to security risks has been on the rise throughout the world [2]. Therefore, systems 

security (e.g. computer systems and smart-devices security) has become a significant concern [1]. 

In order to alleviate security risks, cybersecurity researchers have concentrated on presenting 

novel, high-qualified, and integrated security systems.   

To address the challenges of security threats and the importance of systems security, this 

research has been conducted to develop a novel approach that detects known attacks on smart-

devices. The approach includes an algorithm that recognizes and detects known intrusions. In 

addition, we try to minimize the number of detection errors are known as false alarms.  The 

proposed approach is implemented in MATLAB software. Finally, in order to test and validate 

the aforementioned approach, tests and evaluations are conducted on an actual smart-device. 

Comparison to systems that exhibit closer association to our approach is also included at the end 

of the thesis.  
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1.1  Definitions 

We start the thesis by presenting essential definitions in order to unify the understanding 

of common technical terms given the scope of this thesis.  

1.1.1 Smart-devices 

Apple Inc. presented the first smart-device (also called a cell phone, hand phone, cellular 

phone, tablets, or simply a smart-device) in recognition of the evolving consumers need for 

services beyond voice and text services in 1993 [3]. Smart-devices have gone through 

fundamental changes in terms of connectivity since 2012. As an example, typical smart-devices 

utilize mobile broadband 4G
1
 and LTE

2
, Wi-Fi

3
, computing capabilities, storage and sensing 

capabilities, and location-based services [3]. Smart-devices possess both mobile phones features 

and handheld computing capabilities [4].  

Smart-devices have become increasingly competitive with traditional personal computers 

and provide higher levels of convenience to users [5]. Currently, smart-devices represent a basic 

element of our daily activities[6]. Smart-devices provide a collection of services such as 

photography and photo enhancement tools, SMS
4

 and MMS
5

, voice recording and 

communication, Internet access, email services, Bluetooth, Infrared, running applications (apps 

for simplicity), and playing games [3], [4]. Moreover, smart-devices provide services to various 

domains such as: 

                                                           
1 "4G is a fourth-generation of wireless cellular service" [108]. 

2 "Long-Term Evolution (LTE) is a standard for high-speed wireless communication for smart-devices" [108]. 

3  Wi-Fi develops wireless Internet using radio waves [109]. 

4 SMS is Short Message Service and is typically carried over voice channels.  

5 MMS is Multimedia Messaging Service and is typically carried over data spectrum.  
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 Location-enhanced asset management: Smart-devices are employed to manage supply chains 

in manufacturing plants and track inventory in retail stores using Bluetooth, RFID
6
, and Wi-

Fi [7]; 

 Control services: Smart-devices are used to monitor home and manufacturing plants for fire 

detection, door locks, and gate controls. Smart-devices send notifications and alarms by a 

designed application via Bluetooth or Internet [8]; 

 Electronic wallet services: Smart-devices store and manage online and in-store shopping and 

payment information[8] ; 

 Electronic payment application: Users are able to purchase and pay by smart-devices  

replacing classical reliance on credit cards[8] ; 

 Location-based services: Smart-devices possess abilities such as Geomap
7
 that includes 

geographic information, business information, highways and roads information [7]; 

 Local Search: Smart-devices are able to identify nearby businesses or track person’s location  

[7]; 

 Social networking: Users can communicate with each other by smart-devices in different 

ways such as send/receive text messages, voice messages, and pictures [7]; and 

 Enterprise application services: Smart-devices produce real online access to data via 

enterprise applications such as ERP
8
, CRM

9
, and SCM

10
. Enterprise applications give 

                                                           
6 RFID is radio frequency identification. RFID occupies electromagnetic to recognize and track tags of objects[110].  

7 A Geomap is a map of a region such as a country. The map is presented in a browser. Moreover, each specific 

region can be recognized by a color or special value [111]. 

8 Enterprise Resource Planning (ERP) is an information technology system that assists businesses to execute 

significant processes. ERP concludes operations such as planning, manufacturing, human resources; financial 

services, and marketing in one database and one interface [112]. 

9 Customer Relationship Management (CRM) controls customer interaction to make a better business 

communication with customers. CRM software integrates customer lifecycle documents into one database; 

therefore, business users have access to them and control customer interactions[113]. 
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managers the ability to access the financial information in real-time. Doctors are capable of 

monitoring patient health status remotely, timely, and accurately.  Sellers can track customer 

satisfaction through enterprise applications [7]. 

Smart-devices and personal computers (PCs)
11

 are alike in terms of use of software and 

hardware [6]. Both devices are able to execute multi-applications at the same time. On the 

hardware side, smart-devices have a powerful enough processing structure that brings them close 

to PCs, even in their compact packaging. Particularly, smart-devices are electronically powered 

devices that:  

 Are Internet capable (e.g. searching on the Internet) [8]; 

 Enable live conversations capabilities through programs (e.g. Skype)[8] ; 

 Offer communication ability (e.g. communicating with other smart-devices or PCs, using 

designated programmes or applications' protocols like VNC) [8]; 

 Execute various applications (e.g. Browsers, Map, Facebook, and YouTube) [8]; and connect 

to networks, such as a Local Area Network (LAN) or a Wide Area Network (WAN) [8].  

However, convenient services of smart-devices come with serious security concerns and 

threats that are presented in the next section.  

1.1.2 Device Threats  

The higher connectivity and intuitive services offered by a smart-device heighten the 

security vulnerability of the smart-device. Common security attacks such as fraud, information 

disclosure, and Denial of Service (DoS) have targeted smart-devices [9]. Further, smart-devices 

                                                                                                                                                                                           
10 Supply chain management (SCM) controls process of production to achieve competitive performance in the 

targeted market at the lowest cost [114]. 

 

11 PCs are personal Computers. 
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can be compromised by installing third-party software. In fact, users are able to download and 

install third-party applications on smart-devices through online markets such as Google Play and 

App Store or by bypassing online stores and going to an application provider directly. Although 

most of the time, application developers distribute clean applications in their official released 

versions at stores, some third-party fictitious download links may include malicious code 

(malcode) [10], [11]. The ease of downloading applications through third-party application stores 

on smart-devices increases the potential of attacks on smart-devices [12]. Therefore, smart-

devices are more vulnerable than ever to security threats [13].  

According to the challenges described above, developing security systems that recognize 

incidents and attacks on smart-devices is essential to the continual growth of the smart-device 

business in a secure and safe environment [9]. 

1.1.2.1 Threat Types  

Devices (e.g. computer systems and smart-devices) are vulnerable to several threats. 

Three of the main types of threats are a denial of service (DoS), phishing, and malicious software 

(malware) [10] that are briefly reviewed hereafter:  

 Denial of service: DoS is an effort to take down an online service or a website. In fact, a DoS 

attack makes a resource too busy serving spurious requests that it cannot serve the genuine 

requests. As an example, a DoS attack might occupy all system memory, therefore legitimate 

users cannot use memory [10]; 

 Phishing: Phishing is a coordinated attack that attempts to access valuable information on a 

smart-device. Phishing emails are normally sent to junk emails but tend to use attractive 

language hoping that users will open it and click on particular links in the email. Once the 



6 

user clicks the intended link, the malicious code takes control to install bots on the 

compromised smart-device. Shortly after, installed bots start to phish information from the 

smart-device and feed it to the attacker. [10]; and  

 Malicious software: Malicious software or malware is one of the major problems in the 

security of smart-devices and PCs [14]. Malware is software that is designed to access 

computer systems or smart-devices without system's owner authorization. In a smart-device, 

a malware may compromise normal resource usage.  Malware may prevent a smart-device 

from performing particular functionality or serving user's requests. Malware may damage or 

alter data on a smart-device [10]. Malware may run unwanted connections and leaks private 

user information to a third party that can use it for the illegitimate actions. For instance, 

malware has the capacity to send SMS from a compromised smart-device to premium 

numbers that result in charges to the victims [10].  

To sum up, three major types of attacks on devices are discussed in the current subsection. 

Since the main purpose of our research is to develop an approach to recognize known attacks on 

smart-devices, in the following sections (Section  1.1.2.2), malware and different ways that a 

malware may destroy computer systems and smart-devices are discussed.  

1.1.2.2 Malware 

As described earlier, a Malware is malicious software and the major objective of a 

malware is to compromise the computer systems operations and smart-device functionalities. 

Malware can harm devices in the following ways: [13] 

 Accessing  information from the user's smart-device without user's authorization and 

forwarding stolen information to a third party [13]; 
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 Downgrading the efficiency of smart-device operations. Malware can be launched on 

smart-devices hardware resources such as CPU, memory, and battery  to reduce the 

performance of smart-devices [13]; and 

 Performing financial fraud by charging users for services or content without user’s approval 

[13]. 

Malware may take different types that are illustrated in Figure  1-1. Distribution of 

malware in 2016 can be seen in Figure  1-2.  

 

Figure  1-1: Types of Malware [15] 

 

 

Figure  1-2: Distribution of Malware in 2016 [15] 

The best-known types of malware, viruses, worms, and Trojans, [5] are described in 

detail below:  

 A virus is a harmful program developed to disrupt smart-device functions. Occasionally, 

viruses copy information off smart-devices and send them somewhere else. Viruses drop 
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information or prevent users from calling or sending messages [16]. However, a virus cannot 

be spread without a human action. As an example, once a user executes an infected 

application, a virus will be propagated to a device [10]; 

 A worm is a self-replicating standalone malware. A worm moves in a network through the 

network security imperfections. A worm does not need human actions to spread. Worms 

attach themselves to a message as a payload; therefore, a worm can send millions of self-

copies within a computer network [10]. As an example, a worm can be sent to contact list of 

e-mail addresses. The worm makes additional problems such as crashing computer systems, 

consuming networks bandwidth, and consuming systems memory [16]; and 

 A Trojan is a major concern in malicious attacks. A Trojan cannot replicate itself. A Trojan 

can be in different formats such as a game that is downloaded from the Internet, or a song 

(mp3 file), or even it can be same as an advertisement that attempts to install malicious code 

on a computer system or a smart-device. A Trojan may make terrible problems for system 

victims such as stealing bank account information and downloading and installing new 

versions of malicious applications. Trojans can cost victims a large amount of money by 

sending SMS from a victim's smart-device to premium rate phone numbers or even by 

locking a device and asking for a ransom to unlock it. Malware that requires ransom is 

typically referred to as "Ransomware" [16]. 

Consequently, malware with malicious intent is developed to infect computer systems 

and smart-devices. To clarify, in Section  1.1.2.3, a malware that attacked computer systems is 

described and in Section  1.1.2.4, a real example of malware that infected smart-devices is studied. 
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1.1.2.3 Threats to Computer Systems 

As mentioned earlier, malware possesses different types such as viruses, worms, and 

Trojans. Each type of malware has its own objectives. Malware can steal valuable information, 

such as credit card information, email addresses, social security numbers, and passwords with the 

goal of reusing stolen information to earn money [17]. As an example, in June 2017 many 

organizations crippled with a cyber-attack called "Petya". Petya is a Trojan Ransomware that 

benefits from "Eternal Blue". Eternal Blue is a vulnerability in Microsoft Windows that allows 

crafted packets from remote attackers to run on victim computer systems. Petya starts by 

encrypting data and scheduling a computer system to reboot after 1 hour. After the computer 

system is rebooted, Petya blocks access to the computer system and its data. In the following 

steps, Petya demands money to release the infected device. In fact, Petya encrypts significant 

documents and files, and then, requires a ransom to unlock the files. If victims don't have a 

recent backup of the files, they might have to pay the ransom or risk losing important files 

forever. Petya requests $ 300 to send description keys to unlock the encrypted files. Petya 

infected more than 230,000 computers of different companies in over 150 countries in June 2017 

such as Russian Banks, Ukrainian Banks, Germany's Metro, and Danish shipping [18]. Figure  1-3 

depicts the message that Petya displays to its victims. 
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Figure  1-3: Petya message to its victims [18] 

As a result, increased use of computer systems also increases the likelihood of attacks 

[19]. Most of the security attacks victims are governments, financial institutes, banks, and 

transportation companies. Therefore, detecting malicious behaviors on computer systems will, 

most certainly, pave the way to finding solutions and preventing further attacks.  

1.1.2.4 Threats to Smart-devices 

Even with the abilities of computer systems, it is difficult for users to carry around a 

computer system such as a laptop for the whole day. Moreover, personal computers and laptops 

need a wireless network to access the Internet. In contrast, smart-devices are portable 

communication devices that use smart cards to send and receive digital data. Actually, smart-

devices support data transmissions such as 4G, LTE, and 5G
12

   using smart cards [5].  

Also, due to the roaming facility, smart-devices are able to be connected anywhere and 

anytime [3]. Therefore, smart-devices have continuous Internet data services through network 

system provider [5] and provide "always on" services. Thus, users are able to perform desired 

                                                           
12  "5G is a fifth-generation wireless systems with lower latency, higher capacity and speeds than 

present cellular systems"[108]. 
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tasks with smart-device applications that typically utilize data connectivity[20]. However, there 

is malware that targets smart-devices and infects smart-devices and their data [6].   

As an example, smart-devices can be attacked by send/receive information that 

encourages users to perform specific operations [19]. For instance, an application that was called 

"Energy Rescue" attacked Android smart-devices all over the world in 2013. Energy Rescue 

claimed to increase a smart-device battery life. The aforementioned application was available in 

Google Play store. However, a Ransomware Trojan was hidden in Energy Rescue. Once a user 

downloaded the application, the smart-device was locked; contacts, as well as SMS messages 

from the user's smart-device, were stolen. Energy Rescue demanded $180 to release the smart-

device. Millions of Android smart-devices were infected by Energy Rescue [21].  

Roughly, a smart-device is used as a personal device that is capable of storing a large 

scale of information from business to private personal information; therefore, an attacker has the 

opportunity to steal bank information, personal information and notes, photos, emails, business 

documents, and contacts information through an attack [19]. Moreover, new malware has been 

developed annually. Thus, recognizing malware to improve smart-devices security is a serious 

concern [22].  

1.1.3 Protect Devices 

Generally, there are two defense strategies to secure devices: (i) prevention-based defense 

strategy and (ii) detection-based defense strategy. Prevention-based strategies decrease 

vulnerabilities in malicious attacks; however, prevention-based strategies increase the 

complexity of managing a device. Prevention-based strategies employ algorithms that match 

digital activities to known attack signatures. As soon as a digital activity matches a known attack, 
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the prevention-based solution steps in to, actively, prevent the progression of the attack. 

Prevention-based strategies such as firewalls, user authentications, anti-viruses, and access 

controls are used to prevent the spreading of known attacks. The downside of prevention-based 

strategies comes from its fundamental design approach; unknown and novel attacks cannot be 

prevented [23].  

The second defense strategy is a detection-based defense strategy. Typical detection-

based strategies capture threats that cannot be realized by prevention-based strategies or other 

measures[23]. Detection-based strategies focus on detecting malicious or anomalous behaviors 

based on the digital activity diversion from norms rather than by matching to known attacks[23]. 

Consequently, detection-based strategies can detect novel and unknown attacks; however, 

detection-based solutions can fall into the trap of false detection in the case of new norms in a 

system behavior. Detection-based strategies such as intrusion detection systems are employed to 

detect intrusions and cope with intrusions in a safe approach [24]. Further, using benefits of 

detection-based strategies require good technical knowledge to distinguish raised alarms into 

false alarms and true actual alarms.  

1.1.4 Summary 

Section  1.1.1, describes the evolution of smart-devices and the services of smart-devices 

in different domains. Following a discussion about device attacks and their types, the effects of 

attacks on smart-devices and PCs with real examples are addressed in Section  1.1.2.  In 

Section  1.1.3, various strategies for protecting devices are discussed. We present motivation and 

approach in Section  1.2. Section  1.3 focuses on the thesis statement. Finally, Section  1.4 depicts 

the structure of the current research. 
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1.2 Motivation and Approach 

The rapid development of computer systems and smart-devices in the past decades has 

created novel security challenges. Occasionally threats cannot be offset by prevention-based 

strategies, therefore, detection-based strategies are investigated to detect novel and unknown 

attacks. An Intrusion Detection System (IDS) as a detection-based strategy is able to detect and 

recognize intrusive attacks.  The main aim of this research is to develop a robust intrusion 

detection system for detecting known attacks in a smart-device using artificial neural networks.  

We present the fundamental concepts of intrusion detection systems in Section  1.2.1. At 

first, a brief introduction to intrusion detection systems is presented.  Following, intrusion 

detection system methods and available techniques for implementing an intrusion detection 

system are described. In Section  1.2.2, artificial neural networks are studied quickly.   

1.2.1 Intrusion Detection Systems 

Intrusion is an unauthorized activity on a system (e.g. a computer system, or a smart-

device) executed by malicious code on behalf of a malicious entity, typically for hostile goals 

[25]. As an example, access to personal information, hacking passwords, and compromising 

equipment to put it out of service present few types of intrusions [26]. Current security 

techniques attempt to safeguard systems from threats. However, an attacker can obtain an 

unauthorized access to systems through malicious programs or malware such as a Trojan, virus, 

or worm and damage or alter the system functions [26], [27]. Most security experts agree that 

reaching complete security is a mere dream, but the focus should be on achieving a higher level 

of security in a comparative sense [28].  
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Experts’ efforts followed to reduce security risks; firstly, J. Anderson published a 

computer security article that proposes the idea of intrusion detection [27] in 1980. Secondly, D. 

Denning suggested the use of intrusion detection as a solution to provide security in computer 

systems in 1987. Following, Haystack Labs developed the first commercial implementation of 

intrusion detection systems to monitor the security of computer networks [28] in the early 1990s. 

Since then, intrusion detection systems improved and, in recent years, became popular in the 

security solutions.  

An intrusion detection system is a device or an application that observes system activities, 

detects malicious actions, and then, generates reports for a system administrator [29]. Intrusion 

detection systems are investigated in order to improve systems security [24]. Ideally, an intrusion 

detection system would be built over secure methods that can recognize intrusions, with the 

fewest false alarms, and without needing human interaction. It would take the necessary steps: to 

stop the intruder, to trace the source of intrusion, and to provide guaranteed evidence to 

prosecute the identified intruder [24]. An intrusion detection system's feedback (response) 

depends on recognizing an attack.  A feedback (response) can take various forms; the most usual 

form is to create an alarm that announces an intrusion [30]. A diagram of IDS is shown in 

Figure  1-4.  
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Figure  1-4: Demonstration of IDS [29] 

In order to achieve a better understanding of IDS, a short review of the system is 

provided in the following sections. In Section  1.2.1.1 intrusion detection systems methods are 

described. Two techniques to detect intrusions by intrusion detection system are presented in 

Section  1.2.1.2. Errors of intrusion detection systems are investigated in Section  1.2.1.3, and 

various methods to implementing intrusion detection systems are studied in Section  1.2.1.4. 

1.2.1.1 Intrusion Detection System methods 

IDS methods are categorized into two classes according to the data collection structures 

as follows: i) host-based and ii) network-based [31]. A host-based intrusion detection system 

(HIDS) is used to safeguard a host system (a computer system or a smart-device) from 

unauthorized access and to stop the damage of the host's information such as updates and record 

deletion. A HIDS must be installed on target hosts to be protected. As an example, a HIDS is 

employed to monitor CPU and memory in a smart-device [32]. A network-based intrusion 

detection system (NIDS), on the other hand, is used to monitor a group of connected computer 

systems. NIDS is located at a point on a network (such as a server or a gateway) to evaluate 

headers and contents of all exchanged data packets to detect attacks.  
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1.2.1.2 Intrusion Detection Techniques 

There are two approaches to detect intrusions, namely, by Signature-Based System (SBS), 

and by Anomaly-Based System (ABS). Both techniques have several advantages and 

disadvantages [33].  

SBS is based on recognizing patterns of known attacks [34]. Signature-based systems 

keep the database of known attacks and contrast them with real-time activities. If a match is 

found, an intrusion will be reported through an alarm [35].  

ABS captures normal status of a computer system or a smart-device behavior and 

contrasts them with the present activities. If a considerable disagreement is detected, the system 

will raise proper alarms [36]. ABS does not need the knowledge to detect anomalous behavior, 

thus ABS is able to recognize zero-day attacks. Zero-day attacks are attacks never experienced 

before by the detection system.  

In order to select a compatible approach to develop an intrusion detection system, more 

information is needed. Hence, signature-based systems, anomaly-based systems, and their 

advantages and disadvantages are examined in more detail in Chapter2. 

1.2.1.3 False Negative Error and False Positive Error 

Actually, it is not possible to implement an intrusion detection system without errors. 

However, the occurrences of errors need to be decreased. In fact, signature-based systems and 

anomaly-based systems may involve two groups of critical errors: false positive errors (FP) and 

false negative errors (FN). If an intrusion detection system considers a normal behavior as an 

intrusion behavior, a false positive error will happen. However, FN occurs when an attack 

behavior is recognized as a normal behavior[37]. FP and FN are discussed in depth in Chapter 2. 
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1.2.1.4 Implementing Intrusion Detection Systems 

There are various approaches to implementing intrusion detection systems that are 

presented briefly as follows:   

 Bayesian-Based Intrusion Detection Systems: A Bayesian-Based system inherits logic 

properties to make decisions. A Bayesian-Based system employs the knowledge of the 

previous incidents to forecast future incidents. A Bayesian-Based system treats signs of 

intrusions as possibilities. However, a Bayesian-Based system is not a negligible task 

because large amounts of information need to be investigated and studied [38]; 

 State-Based Intrusion detection systems: A State-Based system presents a series of actions 

that an attacker operates to access and damage a system. The mentioned actions are proposed 

by a state transition diagram. An intrusion moves from an initial state to a compromised state. 

The state of a system, before the intrusion is called an initial state. In contrast, the state of the 

system, after the intrusion success is defined a compromised state. The steps of an attack are 

represented by state transitions. However, if only one step is missed in the state transitions, a 

state-based system will not be capable of recognizing the attack [38]; 

 Rule-Based Intrusion Detection Systems: A Rule-Based system analysis is based on groups 

of defined procedures that are collected by an administrator. A Rule-Based system has three 

main components: 

 Facts: facts conclude system states; 

 Rules: rules propose intrusions scenarios; and 

 Inference engine: Inference engine creates logic on facts and rules to recognize an 

intrusion. [38] 
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Rule-Based stores a significant amount of information, and decreases training costs and cut 

off time demanded to solve problems. However, it is necessary to update information 

frequently[38]; and 

 Non-linear algorithm: Non-linear algorithms benefit from soft computing approaches such as 

Artificial Neural Networks (ANN) [39], Adaptive Regression Splines (MARS), and Support 

Vector Machines (SVMs) [40]. Soft computing approaches are able to detect new attacks 

even when previous patterns are not available [41]. It is increasingly un-achievable to map all 

potential attacks; therefore, it is important to build systems that exhibit proper levels of 

tolerance to normal behavior while exposing outlier and malicious behaviors. Commercial 

intrusion detection systems typically rely on combinations of the listed techniques. The 

objective is to allow each method to operate and allow a super-system to utilize the outcome 

of all presented techniques in order to drive better-informed reporting on detected suspicious 

activities. There are various reasons that artificial neural networks can be valuable to 

implementing intrusion detection systems. As an example, artificial neural networks are 

trained without any knowledge, artificial neural networks are developed and adopted easily, 

and artificial neural networks are utilized for solving problems such as classification, 

clustering, and pattern recognition that are used to develop intrusion detection systems [39]. 

In this research, we focus our efforts on AI
13

-based analysis of malicious behaviors and in 

particular the use of ANN to implement intrusion detection systems. 

                                                           
13 "AI is the science of developing intelligent machines, particularly intelligent computer systems". 

[115] 
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1.2.2 Artificial Neural Networks 

An ANN is an algebraic method based on biological neural network structure and its 

principles [42]. An ANN is a network of simple elements that are known as artificial neurons. 

Artificial neurons are connected to each other through links. The connections that exist between 

artificial neurons are called weights. Weights are updated across the training process of artificial 

neural networks[43]. Typically, artificial neurons are organized in three layers:  

 An input layer: The input layer receives data from the environment [44]; 

  Hidden layer(s): Hidden layers are responsible to perform the internal process of ANN [44]; 

and 

 An output layer:  The output layer develops and presents outputs[44]. 

 A simple model of an ANN can be seen in Figure  1-5. There are various types of 

artificial neural networks such as feed-forward, recurrent, bi-directional, Elman, Hopfield, and 

self-organized map (SOM).  

 

Figure  1-5: Simple model of an ANN 

 

The main objective of the ANN is to solve problems by simulating brain cells activity 

and structure. Roughly, an ANN is employed for solving problems such as regression analysis, 

function approximation, classification, time series prediction, clustering, decision making, data 
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processing, filtering [45]. Artificial neural networks are discussed in detail in Chapter3, however, 

a brief review of training an artificial neural network is focused in Section  1.2.2.1. 

1.2.2.1 Training Artificial Neural Networks 

As mentioned in Section  1.2.2, the architecture of ANN has been made up of three layers: 

an input layer, hidden layer(s), and an output layer. Since ANN is created, ANN is ready to be 

trained. Training is one fundamental property of an artificial neural network [46]. In fact, ANN 

solves above-mentioned problems based on the training ability. At the first step of the training, a 

random weight is assigned to each input. Then, the ANN is trained by altering the weights to 

achieve the optimal outputs iteratively [44]. Iteration of a training set is known as an epoch. 

Since an ANN is trained, the ANN is able to develop outputs that are close to desired outputs. 

The sequences of processes employed to train ANN is called a learning algorithm method. There 

are three methods available to train the artificial neural network: supervised learning, 

reinforcement learning, and unsupervised learning [46]. The above-mentioned learning methods 

are described in detail in Chapter 3. 

1.2.3 Summary 

In contrast, motivation approach is provided in Section  1.2. In Section  1.2.1, intrusion 

detection systems are discussed. The methods of intrusion detection systems are described in 

Section 1.2.1.1. Following, two techniques to detect intrusions are discussed in the 

Section  1.2.1.2. Section  1.2.1.3 focuses on errors of intrusion detection systems. Several 

approaches to implement intrusion detection systems are presented in Section  1.2.1.4. Since this 

research is focused on host-based intrusion detection system by employing artificial neural 
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network, we demonstrate on the artificial neural network in Section  1.2.2. Finally, training an 

artificial neural network is proposed in Section  

1.3  Thesis Statement 

In order to improve the efficiency of intrusion detection systems, researchers need to 

identify novel ways to measure and evaluate systems behavior in real-time. Technologists are 

motivating the dire need to identify efficient ways to measure and describe system behaviors [2]. 

Some researchers focus on network intrusion detection systems. Due to an increasing number of 

host's intrusions, intrusion detection systems are developed to prevent intrusions on hosts. 

Similarly, there is wide-range of research on computer intrusion detection systems HIDSs, but a 

restricted emphasis has been specified on smart-device HIDSs [2]. The objective of this research 

is to investigate a host-based signature detection system that presents and offers novel behavioral 

matrices for modern smart-devices hoping to shed the light on malicious attacks from different 

angles and aiming to present higher levels of detection fidelity.  

We present an overview of ANNs and their usage in implementing signature detection 

systems. An ANN analyzes the given data and provides a probability of recognizing intrusions, 

and helps reducing false positive flags. Particularly, signature detection of smart-device 

behaviors is discussed in Section  4.1. We focus on signature-based systems to monitor the 

performance of an android smart-device. The smart-device is simulated in a controlled cloud 

environment. In Section  4.2, a unique and real test-bed is developed. In fact, a virus is injected 

into smart-device and seven attributes of the smart-device (CPU, Memory, and network) are 

considered to measure Memory Usage, CPU consumption, and Network usage. Normal and 

attack data of the smart-device are inserted into a database to recognize known attacks based on 

signature-based systems. The current research objective is developing an approach to robust and 
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accurate detect misuses. Furthermore; reducing false positive alarms to build a usable intrusion 

detection system is significant.  

1.4 Thesis Overview 

Chapter 2 begins with presenting security threats and current defense strategies for 

securing smart-devices. This chapter includes by highlighting the need for implementing 

sophisticated and intelligent intrusion detection systems. Moreover, intrusion detection systems, 

various methods of intrusion detection systems, existing techniques for detecting intrusions, 

errors of IDS, available methods to implementing IDS, and several metrics to evaluating IDS are 

discussed. The third chapter starts by comparing available methods to implementing IDS. This 

chapter addresses ANN as a known soft computing approach to improving the capabilities of 

IDS. A brief overview of ANN, properties, topologies, and types of ANN are presented. 

Moreover, available learning algorithm methods to training the artificial neural networks are 

studied. Finally, pattern recognition and various methods to implementing pattern recognition are 

investigated. Chapter 4 contains an outline of smart-device security strategies. Following, an 

overview of the proposed approach (NNHID), objectives, an algorithm, and components of 

NNHID and processes of providing a test-bed are presented. Chapter 5 addresses fundamental 

facts that are essential in order to implement NNHID. Four test cases are examined in this 

chapter and the results of NNHID are discussed and evaluated in terms of finding the suitable 

effectiveness of NNHID. Further, NNHID and a present anomaly-based HIDS approach is 

known as ELM (Extreme Learning Machine) are compared. In Chapter 6, conclusions of this 

thesis and future research directions are presented. 
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2. Chapter2. Intrusion Detection System 

In this chapter, we present Intrusion Detection Systems (IDS) and categorize them into 

Network Intrusion Detection Systems (NIDS) and Host Intrusion Detection Systems (HIDS). 

NIDS are well known and widely used systems that are used to improve network security 

systems. HIDS, on the other hand, has narrower implementation and less popularly adopted. We 

believe that the advances in computing power, sensing abilities, and evolution of modern smart 

operating systems, HIDS is poised to play a larger role as a modern security measure. This 

chapter elaborates the fundamentals of both NIDS and HIDS.  

2.1 Introduction 

In recent years, with the spread of computer systems and smart-devices that are 

connected to a network or the Internet, the security of ubiquitous computing devices has been 

marked as a considerable concern for cybersecurity experts as noted in [47]. Securing modern 

computer systems and communication devices is a complex, wide, and evolving science [48], 

[49]. In particular, computer systems are characterized as a known phenomenon that necessarily 

leads to unknown vulnerabilities. As an example: 

 The complexities and size of computer systems are always growing. It is exceedingly hard to 

understand, test, and evaluate systems from a security perspective [50], [51]; 

 Commercial systems are focused on functionality rather than security. Consequently, security 

is studied as an afterthought. In fact, the security industry is used to respond to 

vulnerabilities[11]; 

 Most standards, specifications, and implementations struggle with ways to improve 

integration and interoperability. Integration efforts rely on the assumption of good faith in 
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connecting systems. Security systems ought to perceive all external entities as suspicious 

[11]; 

 Security is often seen as an impediment to development and progress. Following every major 

attack, organizations struggle to fix their systems, but once systems are back and up again, 

most organizations focus on daily operations. Security should be a daily thought, not an 

afterthought [50]; and  

 Most security experts receive their training and education in reputable institutions. Experts 

need to be able to think, at least in part, like a criminal. Governments need to expand 

intelligence to penetrate cyber-criminal organizations and to provide better insight into 

digital crime approaches [51]. 

Consequently, there is a need to implement effective security systems to protect computer 

systems and smart-devices, ones that exceed the classical "locking-up-the-doors" method [48]. 

Generally, two defense categories are applied to secure devices: (i) prevention-based defense 

strategies and (ii) detection-based defense strategies. There are different prevention-based 

strategies for implementing security on computer systems and smart-devices such as firewalls, 

user authentication (pattern-based authentication and personal identification number), and 

antiviruses [52]. However, attacks able to penetrate prevention system end up compromising a 

large number of the system until the computing community is able to identify the attacks and 

pinpoint the attack signature. Therefore, it is not possible to generate a completely secure system 

even with the implementation of prevention-based strategies [52]. To clarify, a firewall is a 

security system that observes input and output packets in a network. However, a firewall fails in 

stopping attacks such as phishing, a fake IP address, social engineering or network 

administrator’s mistakes [10]. As an example, a computer network in a pharmaceutical company 
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in Iran was equipped with a hardware firewall, but a system administrator forgot to update the 

firewall’s rules and one port of the server in the network was accessible for outside users. 

Although the computer network was secured with a firewall, an attacker could take advantage 

and obtain access to the server behind the firewall. As a result, the company’s financial and 

customer information was stolen in the attack.  

Likewise, user authentication is another security approach for preventing unwanted users 

from accessing and signing in to a computer system or a smart-device. However, there are 

computer programs such as Brute Force that help attackers to pass beyond user authentication 

techniques. In brief, Brute Force decodes passwords and assists attackers to crack passwords [53]. 

Moreover, even though the user authentication approach is set up on computer systems and 

smart-devices, many users do not use them properly. Therefore, user authentication usefulness 

can be easily compromised [4]. Even using safeguard techniques such as prevention-based 

strategies to deter attacks, it is still not unusual for a device to be subject to attacks [54]. 

Therefore, in order to detect attacks, implementation of sophisticated and intelligent security 

systems is essential. Hence, experts concentrate more on developing and utilizing detection-

based strategies.  

In this research, we draw the attention to Intrusion Detection Systems (IDSs) as a 

detection-based approach to creating a sense of security in computer systems and smart-devices. 

This chapter presents IDS and provides a review of current work on IDS that is in large part 

focused on digital communications devices. Concisely, Section  2.2 addresses the definition of 

intrusions. Section  2.3 presents a brief introduction to intrusion detection systems. In Section  2.4, 

intrusion detection system methods are described extensively. Various techniques to detect 

intrusions are presented in Section  2.5. Errors of intrusion detection systems are investigated in 
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Section  2.6. Different methods to developing intrusion detection systems are studied in 

Section  2.7 and metrics for evaluating the performance of intrusion detection systems are 

represented in Section  2.8. Finally, a brief summary of this chapter is undertaken in Section  2.9.  

2.2 Intrusion Definition 

An intrusion is any unauthorized access or activity on a device (e.g. a computer system, 

or a smart-device) executed by malicious code on behalf of a malicious entity for typically 

hostile goals [55]. A malicious entity is interested in accessing the personal information of users, 

acquiring users’ passwords, and compromising devices to put them out of service [56]. In fact, an 

intrusion activity can be described as any group of actions that attempt to damage the 

confidentiality, availability, or integrity of a device [57]. As an example, a state-based attack as 

presented in subsection  1.2.1.4 requires IDS to maintain a long list of sequences of system states. 

Since the detection activity requires grouping of several actions to identify the malicious attack, 

it is important to understand that the grouping of actions is a challenge in itself for the following 

reasons [58]: 

 The intrusion activity may not be initiated by the same source or entity; hence, grouping 

actions from unrelated sources may lead to false identifications. Also missing the grouping of 

related actions to form and analyze the intrusion activity may lead to false un-identification 

[58]; and 

 Intrusion activities could happen at vastly different times and with each activity collecting 

only a simple piece of information. It is increasingly hard for an intrusion detection system to 

recognize the relations between activities that happen months apart [58]. 
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Intrusions are divided into two categories: anomaly intrusions, and misuse intrusions. 

Anomaly intrusions are based on a deviation from normal behaviors. A model of normal 

behaviors of a system or a user is created, and any deviation from the model is recognized as an 

anomaly intrusion. However, misuse intrusions are recognized by a pattern recognition technique 

in which known attacks are defined as signatures in a database. Pattern recognition technique is 

then used to compare activities of a device or a user with known signatures to detect misuse 

intrusions [43], [57]. 

Intrusion detection is an approach that is highly adapted to computer systems and smart-

devices with the objectives of:  

 Identifying and detecting known attacks that were able to penetrate employed security 

systems [59]; and 

 Detecting suspicious and anomalous patterns that may not match known malicious behavior, 

but divert sufficiently from typical known safe patterns [40]. 

An intrusion detection system monitors activities of a system, detects intrusions, and 

eventually, generates reports [29]. In fact, an intrusion detection system is a significant element 

in computer systems and smart-devices security that detects malicious activities and responds to 

them [55].  

2.3 Intrusion Detection System  

An IDS is implemented in order to recognize intrusions on devices (e.g. computer 

systems, or smart-devices) [27], [60]. Intrusion detection systems recognize signs of intrusions 

both during the process and after [28]. IDSs are capable of monitoring intrusions on a single 

computer, a smart-device, and a computer network. IDSs detect intrusions by investigating 
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information running on a computer, a smart-device, and data packets going in and out of the 

protected network [56]. The main functions of intrusion detection systems are: [61] 

 Monitoring activities and patterns of observed activities [61]; 

 Discovering suspicious activities pattern [61]; 

 Responding to recognized suspicious activities based on predefined levels of severity [61]; 

and 

 Reporting suspicious activities to a system administrator [61]. This point is critical since the 

identification of a suspicious activity as malicious can be only done by humans.  

Intrusion detection systems identify intrusions but do not stop intrusions since the time 

required to process an attack takes place after an attack is fully processed [47]. Hence, intrusion 

detection systems are not a high-performance approach [30] because even good IDS occasionally 

lead to the false errors [30]. Plus the overhead is another essential issue in intrusion detection 

systems, as a great deal of information needs to be collected and sorted in order to analyze 

system events [57]. Additionally, the saved patterns of malicious information need to be updated 

continually that requires a human expert overseeing the system [57]. Above all, it is necessary to 

implement autonomous IDSs and improve capabilities of intrusion detection systems. In 

Section  2.7, different approaches to developing intrusion detection systems are proposed.   

Intrusion detection systems methods are classified into two categories according to the 

type of input data: i) host-based and ii) network-based [10]. In this regard, IDSs are intended to 

automatically analyze the data traffic to detect threats on hosts and network interfaces [9].  A 

HIDS is used to detect attacks on the host’s environment. A HIDS is employed to protect a single 

host and to prevent running malcode on individual devices (e.g. smart-devices) [1]. As an 

example, there are various host-based intrusion detection systems that monitor CPU and memory 
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in smart-devices [62]. However, a NIDS is located at a point on a computer network (such as a 

server) to evaluate all network packets and detect intrusions [1].  

There are two techniques to detect intrusions by intrusion detection systems: SBS and 

ABS. In signature-based systems, known attacks are defined as signatures in a database. 

Afterward, SBS compares current activity with known signatures. If signatures are matched, the 

current activity is known as an intrusion. Anomaly-based systems model normal behaviors of a 

device and any deviance from normal behaviors are considered malicious behaviors [56].  

Intrusion detection systems’ classifications are illustrated in Figure  2-1. More descriptions 

of intrusion detection system methods are presented in Section  2.4. Intrusion detection 

techniques are investigated in depth in Section  2.5.  

 

Figure  2-1: Classification of IDS 

2.4 Intrusion Detection System Methods 

The intrusion detection method is dependent on the type of data that is given as an input 

to an intrusion detection system, regardless of the detection methods such as ABS and SBS [63]. 

Intrusion detection methods can be divided into NIDS and HIDS [64]. NIDS and HIDS cannot 

prevent the attacks; both methods simply raise an alarm when an attack is either in progress or an 

attack has just concluded [65]. More descriptions about NIDS systems are proposed in 

Section  2.4.1. Section  2.4.2 presents HIDS systems in depth. 
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2.4.1 Network-Based Intrusion Detection System 

A NIDS is employed to check and evaluate network traffic or data packets in order to 

safeguard a network from network-based threats [66]. A NIDS is located at a point on a network 

(such as a server) to detect intrusions in network traffic or data packets [67]. A NIDS recognizes 

intrusions using the IP package information that is gathered by the hardware such as routers and 

switches [55]. A NIDS reads all incoming packets and scans for any malicious patterns. As soon 

as threats are recognized, the NIDS raises an alarm [68]. A NIDS system is depicted in Figure  2-2. 

 

Figure  2-2: Network-based IDS [10] 

The principal advantages of a NIDS are: 

 A NIDS monitors large networks and detects distributed intrusions [66]; 

 A NIDS listens to each individual host and recognizes attacks before receiving data by the 

destination host[69]; 

 A NIDS is able to find attacks directly and respond to them promptly [70]; 

 Only a NIDS is needed to detect attacks in a network, therefore, a NIDS uses space 

efficiently [69]; and 

 A NIDS is a portable system. In fact, a NIDS does not depend on a special platform [69]. 

The main disadvantages of a NIDS are: 
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 It is challenging to control all data packets in a busy network; therefore, some packets may 

be lost [10]; 

 A NIDS cannot evaluate encrypted information; therefore, a NIDS cannot find and match all 

patterns of signatures in the network traffic [68] ; 

 A NIDS uses network bandwidth and reduces transmission speed [70]; and 

 A NIDS is able to detect intrusions from outside of the network. In fact, a NIDS is not strong 

enough to recognize intrusions that are obtained the entrance to the network [69]. 

2.4.2 Host-Based Intrusion Detection System 

A HIDS is implemented for a host environment and is executed on one device. A HIDS 

cannot distinguish attacks in multiple hosts [67]. HIDS such as anti-viruses, firewalls, and 

spyware
14

 detection applications are installed on one computer system or a smart-device. As an 

example, a HIDS is used to monitor CPU and memory usage of a smart-device [10]. A host-

based intrusion detection system is shown in Figure  2-3.  

 

Figure  2-3: Host-Based IDS [10] 

 

The principal advantages of a HIDS are: 

                                                           
14 Spyware programs are set up on a user's devices to control user’s activities and collect private information [10]. 
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 A HIDS can be adjusted according to the requirements of a host system [32];  

 A HIDS monitors all user or device behaviors whereas NIDS can not[68]; and 

 A HIDS analyzes user or device behaviors more precisely than a NIDS [32]. 

The main disadvantages of a HIDS are: 

 A HIDS can, potentially, be damaged or be out of service when an attack happens [10]; 

 A HIDS need to be set up for each host and it takes time to configure each of them [68];  

 A HIDS uses device resources such as CPU and memory and it reduces the efficiency of a 

device[68]; and 

 A HIDS is not a portable system because it is designed only for one host (a computer system 

or a smart-device) with a special platform [69]. 

In the current Section, some key ideas about intrusion detection system methods are 

provided. NIDS and HIDS are studied and their advantages and disadvantages are investigated.  

In this research, we concentrate on developing a HIDS to recognize known attacks on a smart-

device.  

2.5 Intrusion Detection Techniques 

Primarily, an intrusion detection system deals with the recognition of hostile actions. IDS 

benefits from two available techniques in order to detect intrusions: a Signature-Based System 

(SBS), and an Anomaly-Based System (ABS). Both techniques possess several advantages and 

disadvantages[71]. Signature-based systems are presented in Section  2.5.1, while anomaly-based 

systems are discussed in Section  2.5.2. Moreover, SBS and ABS are compared in Section  2.5.3.  
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2.5.1 Signature-Based System 

In reality, a SBS (signature-based system) is a knowledge-based method to recognize 

attacks [39], [72]. SBS is based on a pattern recognition technique [61]. SBS includes signatures 

of known attacks and looks for similar attacks [28]. As such, known intrusions are defined in a 

database of signatures and SBS contrasts them with the current activities. If a signature is 

matched, an alarm will be raised [73]. A signature-based system workflow has been drawn in 

Figure 2-4. 

 

 Figure  2-4: Signature-Based System workflow [29] 

 

The major advantage of signature-based systems is that if there is good knowledge about 

the behaviors of the targeted system, signature-based systems will be easily developed [74]. The 

main limitation of a signature-based system is that it only recognizes defined signatures in the 

database; a signature-based system cannot detect novel attacks [74]. Therefore, signature-based 

systems can be ignored by attackers that change known attacks [56]. The performance of 

signature-based systems is essentially dependent on the number of signatures. If new signatures 

are added to the database, the database size will grow and the signature-based system’s 

efficiency will be reduced [74]. The pseudo code of a signature-based system is provided in 

below:   
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1. Input: 
2. P: Packet 
3. /*incoming/outgoing network packet*/ 
4. Output: 
5. True alerts: sets of alerts 
6. Procedures: 
7. For each packet do 
8.   Extract information from the packet and build signature S 
9.   If (S== database signature) then put an alarm 
10.   /* Rise an alarm*/ 
11.     Add new signature into signature database 
12.     /* Signature Database updating*/ 
13.   End if 
14. End for 

 

[56] 

A signature-based system has some advantages and disadvantages that are listed below: 

Signature-based system advantages:  

 A SBS recognizes known attacks efficiently with very limited chances of  false identification 

errors [75]; 

  A SBS  detects known attacks with a high-performance rate [24]; and 

 A SBS recognizes intrusions more precisely than an ABS.  A signature-based system has a 

database of signatures; therefore, it can classify known attacks and detect intrusions 

accurately [70]. 

Signature-based system disadvantages:   

 A SBS only recognizes predefined attacks. Novel attacks need to be continually inserted in 

the signature’s database by the system administrator. Updating the signature's database 

causes a great deal of extra work [29]; 

 In SBS, a large number of misuse detectors are planned to use signatures that stop them from 

discovering general attacks [20]; 
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   If a known attack is not defined in the signature database, a signature-based system  cannot 

recognize the attack [76]; and 

   In SBS signatures need to be saved in a database, therefore, SBS uses large memory [69]. 

2.5.2 Anomaly-Based System 

An ABS (behavior-based system) is based on the normal behaviors of a device (e.g. a 

computer system, or a smart-device) [36]. The normal behaviors of a device or a user are 

collected by an administrator. ABS benefits from classification techniques to analyze current 

behaviors and contrasts them with normal behaviors. If a considerable discrepancy is detected, 

an alarm will be raised [77]. The major benefit of anomaly-based systems is that they are able to 

detect known and unknown attacks [56]. However, anomaly-based systems need to be trained 

properly in order to recognize normal and abnormal behaviors. Therefore, an anomaly-based 

system has high respond time [74].  

In an anomaly-based system, the behaviors that are dissimilar with normal behaviors are 

considered anomaly behaviors and are seen as suspicious [40]. Hence, it is necessary to discover 

the system’s behaviors: suspicious and normal (e.g. behaviors that impact its efficiency). An 

anomaly-based system workflow can be seen in Figure  2-5.  
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Figure  2-5: Anomaly-Based system workflow [29] 

The pseudo code of an anomaly-based system is provided in below:   

 
1. Input: 
2. P: Packet 
3. /* incoming/outgoing network packet*/ 
4. Output: 
5. True alerts: a set of alerts 
6. Procedure: 
7. Collect behavior of a device 
8. Extract features of the device 
9. Make a model of normal behaviors of the device 
10. For each feature do 
11.   Collect behaviors and preprocess behaviors 
12.   If (behavior does not exist in the model) then  
13.   put an alarm 
14.   /*Rise an alarm*/ 
15.   End if 
16. End for 

 

 

ABS is one of the most important topics to be investigated in various research and 

application domains [52] such as insurance, healthcare, fault detection in safety systems, and 

fraud detection for credit cards [78]. Anomaly detection systems have several advantages and 

disadvantages as follows: 
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Anomaly-based system advantages: 

 An ABS recognizes attacks even when there is no explicit knowledge about attacks [76]. 

Therefore, an ABS is able to detect "zero-day" attacks [1]; 

 An ABS recognizes unknown attacks, and new attacks can be added to the signature database 

of SBS [29];  and 

 An ABS is self-organized. In fact, behaviors are gathered, updated, and analyzed 

automatically [70]. 

Anomaly-based system disadvantages:  

 An ABS generates many false alarms [49]; 

 An ABS requires extensive training in order to determine abnormal behaviors [79]; and 

 An ABS is slow in detecting intrusions; it has delays [80]. 

In this subsection, in order to choose the best-fit approach to develop an intrusion 

detection system on a targeted system and to achieve higher practical usage of an intrusion 

detection system, a solid understanding of SBS and ABS has been presented. In Chapter 4, we 

propose an approach following signature-based system to recognize malicious behaviors of a 

host device (a smart-device).  

2.5.3 Signature-Based System vs. Anomaly-Based System  

As mentioned earlier, signature-based system and anomaly-based system are two 

techniques for detecting intrusions; however, there are some differences between SBS and ABS.  

A comparison between SBS and ABS is presented in Table  2-1. 
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Table  2-1: Comparing SBS and ABS 

Technique Advantages Disadvantages 

SBS  Easy configuration 

 Few false positive errors 

 

 No detection of unknown signature 

 Signatures need to be updated 

 Continuously updating the database takes 

time 

ABS  Easy configuration 

 Can detect unknown and known 

attacks 

 Flexible 

 Has a long lifespan 

 Difficult to model normal activities in large 

networks 

 Training takes a lot of time (ABS has 

delays) 

 High false positives errors 

 

2.6 Intrusion Detection System Errors  

An intrusion detection system may have some errors and it is challenging to remove all 

errors [61]. However, reducing the error rates to improve the efficiency of IDS is really essential 

[81].There are two groups of critical errors in intrusion detection systems: false positive (FP), 

and false negative (FN). FP and FN are two indicators used to measure the accuracy of an 

intrusion detection system. FP happens when an intrusion detection system considers normal 

behavior as an intrusive behavior. However, FN occurs when an attack behavior is recognized 

incorrectly as a normal behavior [24].  

Since both problems occur easily, the efficiency of IDS is reduced [64]. The main issue 

in intrusion detection systems is to recognize all possible forms of attacks with fewer numbers of 

FP identification and FN misses. Misclassification of normal and intrusive behaviors is the major 
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reason for FP and FN in intrusion detection systems. Therefore, proposing an approach to 

improve classification 
15

problems in IDS is significant and is discussed in Section  2.7. 

2.7 Implementing an Intrusion Detection System 

As mentioned in Section  1.2.1.4, there are different approaches available to developing 

intrusion detection systems such as Bayesian-Based, State-Based, Rule-Based, and Non-linear 

algorithms [38]. Researchers recommend soft computing approaches such as Artificial Neural 

Networks (ANN), Adaptive Regression Splines (MARS), and Support Vector Machines for 

implementing intrusion detection systems [54]. ANN, MARS, and SVM are proposed in below: 

 Artificial Neural Networks (ANN): ANNs are able to implement non-linear systems. ANNs 

contain a group of connected components to perform an input-output transformation. The 

real transformation is defined by the linked between elements. ANN obtains knowledge 

through input-output training pairs. Since ANN is able to make a classification, ANN is great 

in term of learning, and detecting malicious activities and normal activities, therefore, it is 

used to implement intrusion detection systems [54];   

 Adaptive Regression Splines (MARS): MARS is used to develop non-linear systems [41]. 

The x-axis is divided into sets of regions to developing a spline. The border between regions 

is called as a knot. A knot identifies the region’s end and the start of another. The MARS is 

able to estimate data and classify data; therefore, MARS is used to implement intrusion 

detection systems [41]. However, when there is a great deal data, dividing them into sets of 

regions is not easy. Figure  2-6 represents a MARS spline with three knots; and 

                                                           
15Classification: In classification, data is divided into different groups according to shared features [69]. 
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Figure  2-6: MARS data estimation via Knots [41] 

 Support Vector Machine (SVM): SVM is designed for classification. SVMs lay out the 

training vectors in high dimensional space and give a label to each vector. Then, data is 

categorized by determining a set of input vectors. Attributes of SVM correspond to the 

requirements to implement IDS. However, SVM is a supervised machine learning method 

and information needs to be labeled for an effective training.  Therefore, predefined 

knowledge is needed for classification that is not always available [41]. 

Various approaches to implementing intrusion detection systems are classified in this 

Section. Each approach has effects on efficiency and operation of intrusion detection systems. 

Section  3.1 presents a brief comparison between above-mentioned methods. In this research, we 

demonstrate on artificial neural networks for recognizing unauthorized activities. Chapter 3 

presents an introduction to artificial neural networks and their abilities to develop intrusion 

detection systems.  

2.8 Intrusion Detection System Evaluation 

Assessing intrusion detection systems is significant for enhancing smart-devices and 

computer systems security. It generates essential data and outcomes to inform developers about 

the strengths and weaknesses of the IDS [22] in order to develop advanced and accurate intrusion 

detection systems [68]. The performance of an intrusion detection system can be evaluated with 

various metrics such as interoperability, ease of use, false alarm rate, and detection rate: [68] 
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 Interoperability: An intrusion detection system is not able to detect all kinds of attacks, 

therefore, on occasion, more than one intrusion detection system can work together to 

enhance security in computer systems or smart-devices. Thus, an intrusion detection system 

should be capable of interoperating with other intrusion detection systems [22]; 

 Ease of use: An intrusion detection system should be user-friendly and smart for users. 

Otherwise, users will give up current intrusion detection system and choose another one;  

 False alarm rate:  False alarm rate is the number of normal behaviors that are recognized as 

intrusive behaviors divided by the whole of normal behaviors[31]; and 

FAR=    
𝑭𝑷

𝒏𝒖𝒎𝒃𝒆𝒓 𝒐𝒇 𝒕𝒓𝒂𝒄𝒆𝒔 𝒊𝒏 𝒗𝒂𝒍𝒊𝒅𝒂𝒕𝒊𝒐𝒏 𝒅𝒂𝒕𝒂 
∗ 𝟏𝟎𝟎                                                                           

(2-1)                

 Detection rate:  Detection rate is the number of detected attacks divided by the number of 

attacks in the test set [31]. 

 DR= 
𝒏𝒐 𝒐𝒇 𝒅𝒆𝒕𝒆𝒄𝒕𝒆𝒅 𝒂𝒕𝒕𝒂𝒄𝒌

𝒏𝒖𝒎𝒃𝒆𝒓 𝒐𝒇 𝒂𝒕𝒕𝒂𝒄𝒌 𝒑𝒓𝒆𝒔𝒆𝒏𝒕 
∗ 𝟏𝟎𝟎                                                                                               

(2-2)                       

2.9 Summary 

In this chapter, we start by describing rising possibilities of attacks in computing devices. 

Since prevention-based strategies may get passed through various techniques, using detection-

based approaches such as intrusion detection systems to detection malicious behaviors is 

suggested. In Section  2.2, definition and various types of intrusions are discussed. A brief 

general introduction to intrusion detection system is presented in Section  2.3. In Section  2.4, 

intrusion detection system methods according to data collection techniques (HIDS and NIDS) are 

presented. Essential characteristics of a signature-based system (SBS) and an anomaly-based 

system (ABS) are highlighted in Section  2.5. Errors of intrusion detection systems are 
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investigated in Section  2.6. Various methods for implementing intrusion detection systems are 

studied in Section  2.7. Finally, metrics to evaluate the performance of intrusion detection 

systems are described in Section  2.8.  
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3. Chapter3. Artificial Neural Network 

“Neural networks do not perform miracles. But if used sensibly they can produce 

some amazing results.” 

- Dimitrios Siganos 

In this chapter, we present ANN and its ample advantages to use in IDS systems. We 

address ANN as a known soft computing approach to improving the capabilities of IDS and there 

is a long history in machine learning that show ANN’s ability to adapt to the environmental 

changes while maintaining great levels of fidelity and ability to detect outliers and anomalous 

patterns.  

3.1 Introduction 

An intrusion detection system (IDS) monitors system activities in order to recognize 

intrusive activities on a device (e.g. a computer system, or a smart-device) [9]. As discussed in 

Section  2.8, there are different approaches available when implementing intrusion detection 

systems such as Bayesian-Based, State-Based, Rule-Based, and Non-Linear Algorithms. 

Moreover, Section  2.8 also investigated using soft computing approaches such as ANNs [40], 

MARS, SVMs [40] to implement non-linear algorithms [38]. 

All the above approaches have various advantages and disadvantages. The principal 

advantage of the earlier approaches is the capability of data classification. Since IDS takes 

advantage of classification methods to recognize normal and misuse activities, all the above 

approaches are appropriate for developing intrusion detection systems. However, the 

aforementioned approaches have various disadvantages as follows: 
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 Implementing Bayesian-based IDS is not a negligible task because it is necessary to 

investigate and study large amounts of information;  

 If just one step is missed in a state-based IDS, state-based will not be able to recognize 

attacks; and 

 During the development a rule-based IDS, it is necessary to update information frequently.  

On the other hand, non-linear algorithms, in particular, artificial neural networks (ANNs) 

provide a wide range of advantages to intrusion detection systems as listed below: [46] 

 Artificial neural networks are trained without having knowledge about behaviors of a device. 

In fact, ANNs are able to recognize normal and abnormal behaviors while behaviors of a 

device or a user are unknown. Therefore, ANNs are utilized to implement IDSs and detect 

known and unknown attacks [61]; 

 Artificial neural networks are developed and adopted easily [10]. To clarify, modifying an 

ANN needs only a few adjustments on inputs and outputs. Since the cost of development and 

adaptability is one of the main factors for implementing intrusion detection systems, ANNs 

are highly used for IDS systems [46]; and 

 Artificial neural networks are capable of solving problems such as classification, clustering, 

and pattern recognition [45]. IDSs also take advantage of classification and pattern 

recognition methods to recognize intrusions. To clarify, anomaly-based systems (ABSs) are 

implemented according to classification method and signature-based systems (SBSs) are 

developed based on pattern recognition technique. Therefore, ANNs are an excellent choice 

to provide intrusion detection systems [46].  
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More details about ANN are represented in the following Sections. Section  3.2 presents a 

brief introduction to neural networks. In Section  3.3, several algorithms to train ANN are 

explained. Section  3.4 focuses on topologies of ANN. In Section  3.5, various types of ANNs are 

addressed. Pattern recognition technique is presented in Section  3.6. Finally, Chapter 3 is 

summarized in Section  3.7. 

3.2 Introduction to Neural Network 

The first concentration on ANNs appears by McCulloch and Pitts in 1943 [42]. An ANN 

is an algebraic method based on biological neural network structures and principles [43]. We 

propose biological neural networks (BNNs) in Section  3.2.1, and Section  3.2.2 presents artificial 

neural networks. A brief comparison between biological neural networks and artificial neural 

networks are undertaken in Section  3.2.3. In Section  3.2.4, properties of artificial neural 

networks are addressed. 

3.2.1 Biological Neural Network  

The BNN is a part of the human brain and it includes around 10 billion nerve cells or 

biological neurons [45]. A biological neural network is responsible for receiving, processing, and 

transferring information [82]. The BNN’s structure contains dendrites, axons, and soma[44]. In 

the biological neuron, data moves into the neuron through a dendrite, the soma analyzes the 

information, and the axon is responsible for transferring the information to another neuron [83]. 

A model of a biological neuron can be seen in Figure  3-1.  
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Figure  3-1: Model of a biological neuron [45] 

On average, each biological neuron is connected to other biological neurons over 10,000 

synapses
16

.  Biological neurons are responsible for: [44] 

 Retrieving information from the environment (either internal and external) [82]; 

 Analyzing and providing information [82]; 

 Forwarding signals to another neuron [82]; and 

 Recognizing or altering effector and sensory receptor cells [82]. 

3.2.2 Artificial Neural Network 

An ANN is a network of simple components that are known as artificial neurons. The 

structure of the artificial neuron is driven from the biological neuron structure [84]. An artificial 

neuron is a basic component of an ANN [45]. Artificial neuron connections make the structure of 

ANN. Artificial neurons are connected to each other through links that are called weights. The 

weights are updated across the learning process of ANNs [77].  

In the artificial neuron, weighted inputs move information into the body of an artificial 

neuron [83]. Typically, artificial neurons are organized in three layers: an input layer, hidden 

layer(s), and an output layer [44]. A simple model of an ANN can be seen in Figure  3-2. 

                                                           
16 Synapse: Neurons are able to send a signal to other neurons through a synapse [116]. 
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Figure  3-2: A simple of an ANN 

 

A mathematical model of an artificial neuron is presented in Figure  3-3. The mentioned 

model has three levels: multiplication, summation, and transferring. At the first level, the inputs 

are manipulated with weights. In the second level, bias
17

 and all the weighted inputs sum through 

a sum function. In the last step, transfer function passes bias and all the weighted inputs to other 

artificial neurons [45]. The output of an artificial neuron is obtained using equation (3-1) [41].  

 

Figure  3-3: Mathematical model of an artificial neuron [45] 

 

 

𝒚(𝒐) = 𝒇(∑ 𝒘𝒊(𝒐). 𝒙𝒊
𝒎
𝒊=𝟎 (𝒐) + 𝒃)                                                                                          ( 3-1) 

 

                                                           
17 Bias: The bias is an additional neuron that is always 'on'. Its value is set to 1 and its weight is b. The bias is 

considered as additional weights. Bias permits ANNs to fit the data when all inputs are equal to 0 [42], [45]. 
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Where: 

• 𝑥𝑖(𝑜) : is input; 

• 𝑤𝑖 (𝑜) : is weight; 

• b is bias; 

• F is a transfer function; and 

• 𝑦𝑖(𝑜) : is output. [45] 

 

Equation (3-1) organizes the sum of weighted inputs as an input for the transfer function, 

and finally, an output is developed. The transfer (activation) function is described in detail in the 

following Section. 

3.2.2.1 Transfer Function 

The transfer (activation) function is a mathematical function that calculates the sum of 

the weighted inputs. Generally, the transfer function possesses three categories: non-linear 

(sigmoid) function, step function, and linear function. The step function has two outputs (e.g. one 

and zero). If the input takes a special value, the output will be one; otherwise, the output will be 

zero [45]. Equation (3-2) is a mathematical model of a step function. A step function curve is 

shown in Figure  3-4. 

Y={ 𝟏 𝒊𝒇 𝒘𝒊𝒙𝒊 ≥ 𝒕𝒉𝒓𝒆𝒔𝒉𝒐𝒍𝒅 , 𝟎 𝒊𝒇 𝒘𝒊𝒙𝒊 < 𝒕𝒉𝒓𝒆𝒔𝒉𝒐𝒍𝒅}                                                       ( 3-2)               

 
Figure  3-4: Step function  [45] 
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The linear transfer function estimates the outputs based on the inputs [45]. Equation (3-3) 

is a mathematical model of the linear transfer function. The linear transfer function curve is 

drawn in Figure  3-5.  

a= n (Where n is an input)                                                                                                       (3-3) 

The sigmoid function calculates weights in training process of an ANN [45]. Equation (3-

4) shows the sigmoid function equation; its curve can be seen in Figure  3-6.  

𝒇(𝒙) =
𝟏

𝟏+𝒆−𝒙                                                                                                                               (3-4) 

 
Figure  3-6: Sigmoid transfer function [85] 

 

In summary, transfer functions are only an item to specify the functioning of an ANN. 

The best form of the transfer function to solve a problem is according to the problem’s type, the 

artificial neural network topologies, and learning rates. 

 

Figure  3-5: Linear transfer function [45] 



50 

3.2.3 BNN vs. ANN 

As is mentioned earlier, ANNs are based on BNNs. The structures of a biological and 

artificial neuron are depicted in Figure  3-7 [45][44]. 

 

Figure  3-7: Biological(left) and artificial( right) neuron structure [45] 

There are similarities and differences between artificial neurons and biological neurons in 

terms of the architecture and processing elements that are described as follows:  

Similarities: 

 Biological and artificial neural networks achieve experience through learning that 

improves their efficiency [82]; 

 A biological neural network is trained through modifying the synaptic connections. 

Similarly, artificial neural networks are trained by adjustment of the weights [82]; 

 Both networks obtain and save knowledge through updating the weights between neurons 

(same as synapses) [86]; and 

 In both networks, information is transmitted by signals [82].  

Differences: 

  BNNs are capable of solving problems, whereas, ANNs are not able to solve problems, 

comparatively, efficiently enough [82]; 
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 BNNs process information slowly, however, artificial neural networks are fast [82]; and 

 In BNNs, there are high numbers of connections between biological neurons. However, 

there are fewer connections between neurons in artificial neural networks [82]. 

To recap, ANNs and BNNs are discussed in this section. Moreover, the structure of an 

artificial neuron and the algebraic equations to achieve the output are presented. The similarities 

and differences between both types of networks are then described. In the next Section, 

properties of artificial neural networks are proposed. 

3.2.4 Properties of Artificial Neural Networks 

Recently, artificial neural networks have seen increasing adaptation in the field of 

computer sciences. ANNs have been used in different applications such as gaming, radar systems, 

process control, the space industry, chemistry, the automotive industry, astronomy, banking, 

genetics; fraud detection [87], computer engineering, and telecommunication systems [86].  

ANNs possess various properties that can be beneficial in different domains [46]: 

 ANNs are able to extract content from complex data, therefore, ANNs are used for pattern 

recognition; 

 ANNs can be trained, thus, ANNs are capable of performing tasks according to the 

experiences that are achieved through the training; 

 ANNs are self-organizing. In fact, ANNs are smart enough to manage themselves based on 

the knowledge that is obtained through learning; and 

 ANNs perform parallel computations, therefore, they are fast. [46] 
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As a result, ANN is a strong data-driven, flexible and fast computational and self-

adaptive tool that is able to perform complex tasks with a high level of precision.  

3.3 Training an Artificial Neural Network  

As is mentioned in Section 1.2.2.2, training is one of the fundamental properties of an 

artificial neural network [83]. ANNs are trained based on inputs and learning algorithm methods 

to solve various problems. Three methods are identified that can be used to train an ANN: 

 Supervised learning: Supervised learning method uses a training dataset to train an ANN. 

The training dataset includes pairs of inputs and targets that are presented in data vectors. 

Supervised learning is also called "learning with a teacher". This encompasses several steps: 

Firstly, inputs and targets are provided to train ANN. Secondly, inputs are used to train ANN 

and random weights are dedicated to the inputs. Afterward, the real outputs are compared 

against the desired outputs. Differences between the desired outputs and the real outputs are 

considered errors. While an ANN is trained, the weights of the inputs are modified to achieve 

the minimum error [84], [88];  

 Reinforcement learning:  Reinforcement learning method does not require knowledge about 

the system. ANNs are trained by communicating with the environment to achieve the 

maximum award. A neuron in an artificial neural network gets information from the 

environment through sensors, performs actions on the environment, and obtains awards 

according to these actions. The above processes continue to achieve the maximum awards 

and optimal outputs. Reinforcement learning is employed to solve various problems such as 

telecommunications, robot control, and games [88] ; and  
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 Unsupervised learning: Unsupervised learning method is used to classify data [45]. 

Unsupervised learning is called "learning without a teacher". In this method, the desired 

output (target) is not determined. The system has various patterns without any labels, and 

ANN is responsible for detecting patterns and giving a class number (label) to each pattern 

[84]. Unsupervised learning is employed to solve several problems such as filtering, 

compression, and clustering [45].  

Consequently, there are three main approaches to training artificial neural networks: 

supervised, reinforcement, and unsupervised learning. In supervised learning, ANN is trained 

using pairs of input and targets values, whereas, in unsupervised learning, the desired output 

(target) is not defined. In reinforcement learning, ANN is trained by communicating with the 

environment to achieve the optimal outputs.  

3.4 Artificial Neural Network Topologies 

Generally, ANNs are created from connected artificial neurons. The structure of an ANN 

or the method by which artificial neurons are connected to each other is called topology [45]. 

The structure of ANN can be divided into two fundamental classes (Figure  3-8):  

 Feed-forward topology (FNN): In feed-forward topology, there is the one-sided direction 

from the input to the output layer [89]; and 

 Recurrent topology (RNN): In recurrent topology, there are two-sided directions (forward 

and backward) between layers. Actually, the output(s) takes effect on the current input(s). 

Moreover, forward and backward transformations make a dynamic memory for recurrent 

neural networks [45].  
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Figure  3-8: Artificial neural  network topologies [45] 

3.5 Artificial Neural Network Types 

Different types of ANNs are suitable for solving various problems such as filtering, 

function approximation, classification, time series prediction, clustering, decision making, data 

processing, and regression analysis [45]. Various types of artificial neural networks are listed 

below: 

 Feed-forward neural networks (FFNNs):   

Hoff and Widrow introduced feed-forward neural networks in 1960. FFNNs are based on 

feed-forward topology [90]. In FFNN, information transfers from the input layer to the 

output layer without any back-loops [45]. FFNN has two structures: a single-layer network 

and a multi-layer network [46].  

A single-layer network (known as single-layer perceptron) can be seen in Figure  3-9. The 

nodes on the left side make up the input layer. Neurons in the input layer are responsible for 

publishing inputs. The right side layer is an output layer. The outputs are calculated from the 

input values [46]. 
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Figure  3-9: A single-layer network [46] 

A more complex structure of FFNN is called multi-layer network (multi-layer perceptron) 

can be seen in Figure  3-10. The multi-layer network has one or more hidden layers. 

Information is transferred from the first input layer to the first hidden layer. Afterward, 

outputs from the first hidden layer are moved to the next hidden layer [46].  The number of 

hidden layers and the number of artificial neurons in each layer are not specified and can be 

different for various problems and artificial neural networks [79]. 

 

Figure  3-10: A multi-layer network[46]  

FFNN have two modes: training and test mode. Therefore, a dataset is needed for each mode. 

In the training mode, the weights are assigned randomly and each process is known as an 

epoch. During each epoch, the weights are modified to minimize errors [91], [92].  

FFNN has several advantages and disadvantages. The most effective benefits of feed-forward 

artificial neural networks are their ability to learn and to map the inputs to targets. However, 
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feed-forward artificial neural networks have some drawbacks such as that they require too 

much time to learn, and the high numbers of weights that need to be updated [1], [84].  

 Recurrent Neural Networks (RNNs):  

The recurrent neural network is based on recurrent topology. RNN is able to model sequence 

data for prediction and sequence recognition. A trained recurrent neural network can employ 

in order to model dynamical systems. RNN is capable of mapping sequence of inputs to a 

sequence of outputs at the current time and also is able to predict new sequences for the next 

time step. Since RNN has internal memory, RNN is able to process, memorize, and 

remember previous signals for a long time. RNNs are employed in various applications such 

as speech recognition and handwriting recognition [45]. A recurrent artificial neural network 

is depicted in Figure  3-11. 

 

Figure  3-11: A recurrent artificial network [84] 

 

 Bi-directional Neural Networks (Bi-ANN):  

BI-ANN contains two interconnected artificial neural networks that act as one directional and 

two directional transformations. Bi-ANNs are used to forecast complex time series [45]. A 

Bi-directional artificial neural network is shown in Figure  3-12. For more detail refer to [45]. 
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Figure  3-12: A bi-directional neural network [45] 

 

 Elman  Neural Networks:  

Elman neural network was presented by Elman in 1990. The Elman neural networks are 

simple recurrent artificial neural networks. As is shown in Figure  3-13, Elman artificial neural 

network is a three-layer ANN that moves backward from the hidden layer to the input layer 

[45].Since the Elman artificial neural network has some benefits, such as nonlinear prediction 

capabilities, time series, and mapping ability, the Elman artificial neural networks are used to 

develop various applications such as economic and finance prediction, and network traffic 

prediction. However, training the Elman artificial neural network requires large memory and 

also a high-speed processor [45]. 

 

Figure  3-13: Elman  neural network [45] 
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 Hopfield  Neural Network:  

The Hopfield ANN was introduced by Hopfield in the early 1980s [90]. The Hopfield 

artificial neural network has just one layer, and each artificial neuron linked to all other 

artificial neurons.  The Hopfield ANN is a subgroup of the recurrent ANNs [45]. The 

Hopfield ANN is employed in various applications such as medical image segmentation, 

image recognition, and solving optimization problems. Since the Hopfield artificial neural 

network has parallel structure, it is used to implement real-time systems. However, the 

storage capacity of Hopfield neural network is not ideal, and in contrast to the human brain, it 

is not able to link various memories [90]. The Hopfield artificial neural network can be seen 

in Figure  3-14. 

 

Figure  3-14: Hopfield artificial neural network [45] 
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 Self-Organized Map (SOM) Neural Network:  

The SOM was introduced by Teuvo Kohonen in 1981. SOM is a FFNN that is trained by an 

unsupervised learning algorithm. In the SOM, artificial neurons are designed in different 

structures such as a rectangular or hexagonal grid that is shown in Figure  3-15.  

 

Figure  3-15: SOM in rectangular(left)  and hexagonal (right) grid [45] 

 SOM is used in pattern recognition techniques. SOM attempts to train and investigate the 

structure of the pattern without prior knowledge about the outputs [93]. SOM is able to 

represent the high dimensional spaces into the low dimensional space [25].  

As an example, a three-dimensional color screenshot is depicted in Figure  3-16. SOM is 

trained to represent it as two dimensions screenshots. The eight various colors on the right 

side of Figure  3-16 are recognized [93]. All in all, SOM does not need knowledge about the 

outputs, however, SOM has some drawbacks such as needing more learning time, being 

expensive, and searching slowly [25]. 
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Figure  3-16: Screenshots of colors (left), colors classification by SOM (right) [93]  

3.6 Pattern Recognition Technique 

As mentioned in Section 2.5.1, signature-based systems are based on a pattern 

recognition technique [46]. Pattern recognition (PR) is defined in the field of machine learning. 

PR is deployed for categorizing patterns into classes according to the pattern’s features. A 

pattern can be described in different formats such as vocal signal patterns, fingerprint patterns; 

human face features patterns, handwriting patterns, and patterns of a sequence of DNA. A 

pattern recognition technique is used in various domains such as data mining, retrieval of 

multimedia databases, image processing, handwritten character recognition, biometrics, web 

searching, detection of credit card frauds, evaluating audio/video and speech signals, face 

recognition, system security, medical diagnosis, face detection, web searching, and email spam 

filtering [94]. The pattern recognition technique takes place in three steps.  Pattern recognition 

steps can be seen in Figure  3-17.  

 

Figure  3-17: Pattern recognition steps [94] 
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At first, during the data acquisition step, data in different formats such as speech or 

picture is converted to a format to be sufficient for next analyzing processes. In the next step, 

data is analyzed to obtain information about the available patterns classes in data. The last step is 

classification; in fact, in the classification step data are categorized according to the knowledge 

that is achieved from the previous step [94]. 

Different techniques are used for pattern recognition according to the type of data 

patterns such as syntactic technique, statistical technique, hybrid technique, and artificial neural 

network technique [93]. A brief review of pattern recognition techniques is provided as follows: 

 The statistical pattern technique: In a statistical pattern technique, patterns are known 

according to their features. It is expected that patterns possess non-overlapping features. At 

first, the patterns are preprocessed for training. Then, features are selected based on the 

preprocessed patterns. In the next step, patterns are trained and in the last step, test data are 

employed to detect patterns. Basically, the statistical pattern technique is utilized to recognize 

simple patterns. The statistical pattern recognition model can be seen in Figure  3-18[95]; 

 

Figure  3-18: Statistical pattern recognition model [95] 

 

 The structural pattern technique: Some patterns have inherent structures and feature 

extractions damage information. Hence, in such complex problems such as recognition of 

multidimensional objects, it is recommended to use a hierarchical system. In a hierarchical 

system, each pattern is composed of subpatterns. The structural approach is based on sets of 
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subpatterns that are connected to each other. Thus, the structural pattern technique is 

suggested to recognize complex patterns [95]; 

 In order to improve the efficiency of pattern recognition, syntactic and statistical techniques 

are integrated into a hybrid technique [95]; and 

 The artificial neural network is another approach to performing pattern recognition. Due to 

self-adaptive and self-organized properties of artificial neural networks, ANN possesses 

advantages more than other approaches; therefore artificial neural networks are most 

commonly employed to recognize patterns. Artificial neural networks benefit from 

unsupervised and supervised learning rules to deploy pattern recognition technique. In the 

unsupervised learning methods such as Self-organizing map (SOM), the desired outputs 

(targets) are not known. SOM is presented in subsection  3.5. In the supervised learning 

methods such as backpropagation, the desired outputs are pre-defined, and the system is 

taught to achieve the desired outputs. Therefore, efficiency and accuracy are increased in the 

system. Backpropagation algorithm is defined based on supervised learning rules, and it is 

used for pattern recognition. The intention of backpropagation algorithm is to reduce the 

mean square error of training an ANN [93]. Backpropagation is described with more details 

in Section  3.6.1. 

To recap, there are various methods available for implementing pattern recognition, and 

each method possesses various advantages and disadvantage. In this study, according to above-

mentioned descriptions, ANN is used to implement pattern recognition.  

3.6.1 Backpropagation  

Backpropagation (BP) is a common learning algorithm for the artificial neural network 

[72]. Backpropagation is generated by Bo and Bryson in 1969 [96]. 
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The backpropagation algorithm is proposed to training a FFNN based on a supervised 

learning method [97], [98]. The aim of a back-propagation algorithm is to reduce the mean 

square error of training an ANN.  

BP propagates the error from the output layer to the hidden layers and alerts weights from 

the output layer to the input layer. Backpropagation algorithm is based on gradient descent [89]. 

In a backpropagation algorithm, the weights are started with small random values. Afterward, the 

real outputs are compared against the targets (the desired outputs). Differences between the real 

outputs and the desired outputs are considered as errors.  Weights are changed continually to 

acquire the minimum error [20]. Backpropagation is used for both backward and forward 

transmissions [85], [96]. In a backward propagation, the weights of the connections are 

recalculated in order to reduce the mean square [98]. However, the learning process in 

backpropagation goes slowly [98]. The sigmoid function is one of the most used activation 

functions for backpropagation algorithm.  

Backpropagation advantages are:  

 BP is able to achieve accurate outputs because it has the capability of learning and improving 

itself; and 

 BP is able to map input and output that is used to train multilayer perceptron neural 

networks[97]. 
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Backpropagation disadvantages are:  

 BP has slow training for artificial neural networks that have multiple hidden layers; and 

 Data that is used in training mode need to be labeled for BP. However, most of the data is 

unlabeled. [97] 

To sum up, since this study focuses on recognizing known attacks, and targets are defined 

previously in supervised learning; therefore, a backpropagation algorithm (based on supervised 

learning) is employed to implement pattern recognition.   

3.7 Summary 

In this chapter, we reviewed various methods to implementing intrusion detection 

systems and focused on artificial neural networks. This chapter presented a lengthy discussion of 

the different types, topologies, and learning approaches of ANN. The objective is to highlight the 

rationale behind our selection of the used ANN for IDS. In the current chapter, essential abilities 

of artificial neural networks are provided, hence, in this research, ANN is recommended to 

develop an autonomous intrusion detection system and improve IDS capabilities. In Section  3.2, 

a brief introduction to biological and artificial neural network is proposed and their structure and 

principles are compared.  Training as the main ability of artificial neural network is investigated 

in Section  3.3. Topologies of artificial neural networks are exposed in Section  3.4, and in 

Section  3.5, artificial neural network types are proposed. In Section 3.6, we demonstrate pattern 

recognition technique. 
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4. Chapter4. Proposed NNHID Approach 

Recently, smart-devices have been improved rapidly in functionality, popularity, and 

availability. Accordingly, users trust smart-devices to perform their personal and business tasks 

that include important and private information. On the other hand, with the popularity of smart-

devices, security threats to smart-devices have been increasing throughout the world. Moreover, 

smart-devices cross various networks that have different security levels. Therefore, the mobility 

of smart-devices increases their vulnerability to attacks when compared to devices that use a fix 

access point [99]. Since a smart-device is used as a personal device that is capable of storing a 

large scale of private information from business to personal, an attacker has the chance to access 

important information such as business documents, contacts information, personal information, 

notes, emails, photos, and bank information. Consequently, it is necessary to implement effective 

security systems to provide a safe, accurate, and secure smart-device environment and protect 

business and private personal information. To address the security challenges to smart-devices, 

we propose a novel approach that detects known attacks.  

Chapter 4 is organized into four Sections. After the introduction, a brief review of 

available security strategies for smart-devices is presented in Section  4.1. Section  4.2 introduces 

details of the proposed NNHID approach. Benefits and limits of NNHID are discussed in 

Section  4.3. Finally, a summary of this chapter is undertaken in Section  4.4.  

4.1 Smart-device Security Strategies 

In general, two security strategies are available for smart-devices: prevention-based and 

detection-based defense strategies[23].It is possible for a device to suffer from attacks when 

employing prevention-based strategies such as anti-viruses, firewalls, access controls, and user 
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authentications[23]. In addition to using prevention-based strategies, it is essential to implement 

detection-based strategies such as intrusion detection systems to recognize vulnerabilities and 

threats that cannot be realized by prevention-based strategies. The objective of this thesis is to 

provide a novel host-based IDS for smart-devices hoping to shed the light on malicious attacks 

from different angles and aiming to present higher levels of detection fidelity. Before presenting 

the proposed approach, more details on intrusion detection systems for smart-devices are 

described in the next few paragraphs.  

The first research on intrusion detection systems for smart-devices started in 1995 with a 

demonstration on recognizing smart-devices service fraud. The smart-devices service fraud 

happens once the SIM card is cloned or the smart-device is stolen or lost [100].  Intrusion 

detection systems for smart-devices are categorized as follows: 

 Behavior-based smart-device IDS (anomaly-based system): Behavior-based smart-device 

IDS is capable of monitoring the behavior of a smart device’s user in order to recognize 

service fraud. Behaviors of the smart-device’s user include a start date and time of a call, 

finish date and time of a call, duration of a call, and dialed numbers [100]. Behavior-based 

smart-device IDS are developed based on Machine-Learning classification methods [62]. 

Various behavior-based smart-device IDSs are available based on the variety of Machine-

Learning classification methods. As an example, Notare, Stormann, and Boukerche 

employed the supervised learning technique; and Alves, Samfat, and Molva utilized the 

unsupervised learning technique [100]; and 

 Signature-based smart-device IDS (signature-based system): signature-based smart-device 

IDS was developed to recognize DoS attacks and malware in early 2000 [100]. Signature-

based smart-device IDSs are implemented based on pattern recognition [62]. In fact, 
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signature-based smart-device IDS takes advantage of pattern recognition to distinguish 

normal and intrusive activities [36].  

As mentioned in Section  2.8, there are different approaches available to develop intrusion 

detection systems such as Bayesian-Based, State-Based, Rule-Based, and non-linear algorithms 

[39], [40]. Non-linear algorithms are implemented with soft computing approaches such as 

Artificial Neural Networks (ANNs), fuzzy logic, and genetic algorithm [38]. ANNs can be 

trained without needing any knowledge of the system [76], [101]. Moreover, ANNs are capable 

of solving problems such as classification, clustering, and pattern recognition [45]. Thus, ANNs 

are great to recognize normal and intrusive activities and implement intrusion detection systems. 

Studies have focused on detecting intrusion on smart-devices based on various approaches. As an 

example, Peters.F and Lamour.F in [101] addressed user behaviors to make anomaly-based host 

intrusion detection systems for Windows and Symbian operating system smart-devices using 

machine learning methods. In fact, a framework was developed to collect data on user’s 

behaviors on the smart-device such as the amount of the sent messages in a specific period and 

user’s activities in the last ten seconds. However, their model was presented only for smart-

devices based on Windows and Symbian operating systems [101]. Elovici.Y and Shabtai.A [102] 

have proposed a behavioral-based HIDS called "Andromaly" for Android-based smart-devices 

using machine learning methods. In fact, an agent was generated to communicate with log files 

of the Android-based smart-device to collect buttery, CPU, and memory consumption of the 

device in a pre-defined period. They have assumed that there is no malicious application 

available for Android-based smart-device; therefore, they implemented "Andromaly" to 

distinguish tool applications and game.  
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Two previous chapters provided foundation information about intrusion detection 

systems and artificial neural networks. In this chapter, activities of an Android-based smart-

device are investigated in an effort to provide a novel host-based intrusion detection system 

using artificial neural networks with aims to detect known attacks. In fact, CPU usage, memory 

consumption, and network traffic are continuously observed on the smart-device to discover 

malicious activities. The proposed approach works offline by collecting, analyzing, and 

investigating several smart-device attributes to recognize patterns of malicious actions on an 

Android-based smart-device. 

4.2 Overview of Proposed NNHID Approach 

Developing sophisticated and intelligent security controls, such as intrusion detection 

systems, are needed to cope with attacks on smart-devices. In this subsection, we present a host 

intrusion detection system (HIDS) as a detection-based strategy. Another contribution of this 

thesis is to observe CPU usage, memory consumption, and network traffic on the smart-device to 

discover malicious activities. Thus, various activities of the smart-device need to be collected in 

order to create a signature database for the signature-based intrusion detection system. 

Steps and details of the proposed approach are represented in the following subsections. 

In Section  4.2.1, the main objective of the proposed approach is described. The algorithm of 

NNHID is presented in Section  4.2.2. Section  4.2.3 focuses on components of NNHID.  

4.2.1 General Goal of Proposed NNHID Approach 

The main objective of this study is to develop an accurate and robust host intrusion 

detection system for detecting known attacks in a smart-device. Most of the present approaches 

are able to implement on one special operating system such as Symbian, Android, and IOS 
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(iPhone OS). However, this approach has the functional potential for a wide variety of smart-

devices operating systems.   

Since signature-based systems present strong solutions for detecting known attacks with 

few false positive errors, the proposed approach is implemented based on signature-based 

systems. As mentioned early, ANNs are applied in this study to develop signature-based IDS. 

The proposed approach is called Neural Network Host Intrusion Detector (NNHID). The 

objective of this study and the corresponding model is presented in Figure  4-1. 

 

Figure  4-1: A visual model of NNHID 

4.2.2 Algorithm 

The proposed approach (NNHID) is capable of monitoring smart-devices and detecting 

known attacks in a large amount of data using an ANN. Since a FFNN is robust in mapping 

inputs to desired outputs (target), a FFNN is used to implement the approach. In this study, 

backpropagation learning algorithm is employed to train the FFNN as a supervised learning 

method. The pseudo code of NNHID is provided below and the main steps of NNHID can be 

seen in Figure  4-2. The workflow of training the FFNN and detecting attacks is drawn in 

Figure  4-3. 
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1. Select a smart-device 
2. Data Acquisition (Collect data in 3 categories: normal and attack 

inputs and targets) 
3. Data analysis 
4. Develop Signature Database 
5. Select an appropriate artificial neural network (a FFNN) 
6. Define the structure of the FFNN 
7. Train the FFNN 
8. Achieve the real outputs from the trained neural network 
9. Compare the targets (desired outputs) and the real outputs 
10. Obtain the training time and MSE  
11. If (MSE < Error Goal) 
12.           If (1- Error Goal <real outputs<1+ Error Goal) 
13.                 Print “This is a normal action” 
14.           Else 
15.                 Print” This is an attack action” 
16.                Raise an alarm 
17.           End 
18.          Calculate False Alarm Rate (FAR) and Detection Rate (DR) 

19.          If (FAR < Desired FAR 
18
&& DR >Desired DR

19
) 

20.                 Print “NNHID is implemented efficiently” 
21.          Else 
22.                 Print “NNHID is not implemented efficiently” 
23.                Go to step6 
24.         End 
25. Else 
26.        Print “The feed-forward neural network is not trained 

professionally” 
27.       Go to step7 
28. End 

 

 

                                                           
18 Desired FAR for this algorithm is the optimal value of FAR for ELM (Section 5.4)  

19 Desired DR for this algorithm is the optimal value of DR for ELM (Section  5.4)  
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Figure  4-2: The main steps of NNHID 
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Figure  4-3: A workflow of training the FFNN and detecting attacks 
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4.2.3 The Components of Proposed NNHID 

This section presents three key components of the proposed approach (NNHID).: an 

Android-based smart-device, an artificial neural network, and an alarm. Attributes of smart-

devices and the selected device for this implementation are discussed in Section  4.2.3.1. In 

Section  4.2.3.2, the selected neural network is addressed. Finally, descriptions about the alarm of 

the approach are presented in Section  4.2.3.3. 

4.2.3.1 Smart-device 

Smart-devices can be categorized according to various parameters such as hardware 

vendors, hardware characteristics, and operating systems. For instance:  

 Hardware Vendors: Generally, smart-devices are produced by various vendors such as 

Motorola, Nokia, Samsung, LG, Sony, and Apple Inc.; 

 Hardware Characteristics: Smart-devices are made up elements such as RF Section, digital 

baseband processor, control Section, power management, and audio codecs. Each element of 

the smart-device is responsible for a variety of duties; and their performances are evaluated 

with various attributes such as CPU total, CPU kernel, CPU usage, battery charge capacity, 

battery life, battery discharge time, memory usage, memory free, cached memory, image 

quality, network consumption, etc.; and 

 Operating systems: Different operating systems (OS) such as Blackberry, Symbian, 

Android, and IOS (iPhone OS) are developed for smart-devices. The number of smart-

devices running on the Android OS has increased significantly. Depicted in Figure  4-4, 

Global mobile OS market provided information sales from 1st quarter 2009 to 1st quarter 

2017. Nevertheless, it is pushed out by Android; a larger number of smart-devices are 
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accessible for attackers. Nokia has published Threat Report for 2017 that can be seen in 

Figure  4-5. 

4.2.3.1.1 Test-bed Descriptions 

In order to implement NNHID, it is essential to occupy and monitor a real smart-device 

and collect data on smart-devices activities. Since Android-based devices seem to be taking over 

the market as per Figure  4-5, an Android-based smart-device is considered in this study. However, 

NNHIS is strongly recommended for all type of smart-devices with various operating systems 

(OSs). Using a real smart-device in the proposed approach has some challenges such as 

 

Figure  4-4: Global mobile OS market [103] 

 
 

Figure  4-5: Annual threat intelligence report for 2017 [104] 

 



75 

collecting and exporting data. The major issue of the data collection procedure is to detect a 

critical activity on smart-devices. Applying the data collection on the different operating system 

is fairly complex since each operating system saves operational data differently. Further, 

operating systems save operational files with kernels data and access to operational files is 

limited to end-users. In addition, to enable the use of operational files in this study it is essential 

to provide formal data collection method. To cope with the above-mentioned issues, we used 

cloud-based service that presents online smart-devices. Cloud-based services may also facilitate 

monitoring activities on remote smart-devices.  

Available cloud-based services such as Xamarin, Remote TestKit, Keynote, Pcloudy, 

Scirocco, RobusTest, Kobiton, and Perfecto have been investigated.  Since Perfecto offers free 

services and monitors CPU, memory, and network consumption of smart-devices, Perfecto 

cloud-based service is considered in this thesis. Following, an Android-based smart-device, 

Motorola (Moto G LTE), depicted in Figure  4-6, is examined to develop a real test-bed for 

NNHID.  

 

Figure  4-6: Motorola (Moto G LTE) [105]  

Motorola Moto G LTE is a smart-device released in July 2014. Relevant specification of 

Motorola Moto G LTE is listed in Table  4-1. 
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Table  4-1: Motorola Moto G LTE specifications [105] 

Brand Motorola 

RAM Memory 1 GB 

Internal Memory 8 GB 

Operating System Android4.3 

Processor Quad-Core 1200 MHz 

WLAN Wi-Fi 802.11 b/g/n, hotspot 

 

In this study, the web browser’s activities of a smart-device are monitored for collecting 

data and recognizing an attack. In fact, we monitor CPU usage, memory consumption, and 

network traffic repeatedly on the smart-device to discover malicious activities. As stated 

previously (Section  4.2.3.1), various attributes are available to evaluate the performance of 

smart-devices. In this study, we focus on seven attributes listed in Table  4-2: 

Table  4-2: Selected attributes 

 

Attributes Name Description 

CPU Usage Indicates the value of CPU that is used by executed applications 

CPU Kernel Indicates the value of CPU that is used by the operating system 

CPU Total Indicates the sum of values of CPU Usage and CPU Kernel 

Memory(RAM)  Cache Indicates the value of memory that is dedicated to keeping recently 

used data 

Memory(RAM)  Free Indicates the value of memory that is free  

Memory(RAM) Usage Indicates the value of the used memory  

Network Usage (Wi-Fi) Indicates the values of data bytes that smart-devices are used through Wi-Fi 
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4.2.3.2 Artificial Neural Network  

In this study, a FFNN is used to implementing NNHID and the backpropagation 

algorithm is used to training the FFNN based on a supervised learning method. Supervised 

learning methods perform as following: [45] 

 Training phase: In the training phase, a training set
20

 is used to develop the prediction 

algorithm;  

 Testing phase: In the testing phase, the selected prediction algorithm is applied on a test set
21

 

to achieve the results [45]. 

During the implementation of NNHID, we use pattern recognition to detect normal and 

attacked activities of the smart-device. As described in Section  3.6, pattern recognition has three 

steps that can be seen in Figure  4-7.  

 

Figure  4-7: Pattern recognition steps 

In the data acquisition step, data is collected and transferred to a sufficient format for the 

next analyzing processes. Then, in the data analysis step, collected data are utilized as inputs for 

an ANN to examine and enhance the efficiency of a signature-based intrusion detection system. 

In this study, the data analysis process is prepared offline as elaborated hereafter. The last step is 

                                                           
20 Training set: Training set is a set of samples is used for training a FFNN to achieve the best weights with the 

back propagation [45]. 

21 Test set: Test set is a group of samples is used to evaluate the efficiency of the ANN [45]. 
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a classification in which data are categorized according to the achieved knowledge in the 

previous step [94]. 

More details about pattern recognition steps are provided in the following Sections. Data 

acquisition is proposed in Section  4.2.3.2.1. Section  4.2.3.2.2 presents data analysis step and 

classification is addressed in Section  4.2.3.2.3. 

4.2.3.2.1 Data Acquisition 

The aim of this step is to provide data that enables separation between malicious and 

normal smart-device usage. Using an actual smart-device in this study has some difficulties such 

as collecting and exporting data. Therefore, in order to collect data and make a test-bed, Perfecto 

cloud-based services is used. In order to obtain access to Perfecto’s services, it is necessary to 

create an account as drawn in Figure  4-8. Following, users with success authentication are moved 

forward to the main page of Perfecto as is shown in Figure  4-9. 

 

Figure 4-8: Perfecto's login page 
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Figure  4-9: Perfecto's main page 

 

Lists of available smart-devices in Perfecto are shown in Figure  4-10. In this study, 

Motorola (Moto G LTE) is selected for implementing NNHID (Figure  4-11). 

 

Figure  4-10: Available smart-devices on Perfecto 
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Figure  4-11: Motorola (Moto G LTE) on Perfecto 

According to the workflow of training the FFNN (Figure  4-3), two input datasets are 

needed to provide the signature database and train the feed forward neural network: normal and 

attack inputs. Since we are focused on monitoring activities of a smart-device browser; multiple 

websites are accessed using Google Chrome and the behaviors of Google Chrome are monitored. 

Afterward, CPU Usage, CPU Kernel, CPU Total, Memory Cache, Memory Usage, Memory Free, 

and Network Usage (Wi-Fi) are examined in this study. As an example, in Figure  4-12, Google 

Chrome is used to browse the University of Regina website.  

 

Figure  4-12: Browsing websites in Google Chrome 

 

As it is shown on the right side of Figure  4-12, CPU Usage, CPU Kernel, and CPU Total 

are monitored. Moreover, Perfecto is capable of exporting collected data to a downloadable file. 
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Over a period of three weeks, normal behaviors of Motorola (Moto G LTE) for each attribute 

were monitored and 42,000 records of data were collected and downloaded.  

In the next step, it is necessary to collect data during a successful attack known as a 

signature. Therefore, a kind of attack is simulated on the smart-device. In order to make an attack 

on the device, the link “Cashsafari.com” is opened in a browser of a smart-device. The link 

invokes a java code that is shown in Figure  4-13. If an attacker sends the mentioned link to a 

targeted victim’s smart-device and a user opens the link, the smart-device will be compromised.  

In this study, activities of Motorola (Moto G LTE) for each attribute in the attacked 

condition are monitored. According to the results, the attack effects on the efficiency of the 

smart-device. As an example CPU usage, CPU kernel, CPU total, memory usage and network 

usage is increased while an attack is targeted the web browser activities of the smart-device, on 

the other hand, memory cash and memory free is decreased. The smart-device is monitored for 

the duration of two weeks and 10,128 records of data are collected through Perfecto. Collected 

data is exported to a downloadable file that is called the signature database.  
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Figure  4-13: Java code 

Once the mentioned link is opened on the Motorola, the message presented in Figure  4-14 

will show up on the smart-device screen. Then, the smart-device is attacked and rebooted 

automatically. 

 

Figure 4-14: Compromised smart-device activities 

4.2.3.2.2  Data Analysis 

In the data analysis step, we aim to discover patterns available in data obtained from the 

data acquisition step. In this study, two datasets are created separately for normal usage and 

attack inputs through browsing various websites in Google Chrome. Each dataset is saved in a 

downloadable file. The file of normal data has 42,000 records, and the file representing attack 

scenario concludes 10,128 records. Then, the two datasets are tagged and integrated adding up to 
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52,128 data records. The preselected sets of attributes defining system behavior are listed in 

Table  4-3.  All the datasets are tagged to either map to a normal behavior (1) or attack behavior 

(2).  

Table  4-3: System attributes of the dataset 

Id Attribute Name Index Name 

1 
Timestamp 

----- 

2 
CPU Usage (%) 

CPU Usage 

3 
CPU Kernel (%) 

CPU Kernel 

4 
CPU Total (%) 

CPU Total 

5 
Memory Cache (KB) 

Memory Cache 

6 
Memory Free (KB) 

Memory Free 

7 
Memory Used (KB) 

Memory Usage 

8 Target{1,2} Target 

4.2.3.2.3 Classification 

Classification is the last step of pattern recognition. As mentioned previously, 

classification is one of the main capabilities of artificial neural networks. In this study, a FFNN is 

employed to implement the classification step. Feed-forward neural networks have two modes: 

training and testing modes. In the training mode, inputs and desired outputs are used. Then, in 

the testing mode, a subgroup of inputs that are not used in the training mode is employed to 

achieve the real outputs.  

In order to train and test the FFNN, the dataset is divided into smaller sizes such as 

11,000, 18,000, and 23,128 records of data. Further, in each data set, 70% of records are 
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considered for training phase, and 30% of them are considered for the testing phase. As stated 

before, the desired result (target) for the normal input is “1” and the desired result for the 

attacked input is “2”. Therefore, each cell in the target vector includes either “1” or “2”.  The 

training mode is described in Section  4.2.3.2.3.1 and Section  4.2.3.2.3.2 presents the testing 

mode. 

4.2.3.2.3.1 Training Mode 

In this implementation, each data set, 70% of records of data are considered for the 

training step. In order to train the FFNN, backpropagation learning algorithm is used. The main 

objective of the backpropagation algorithm is to decrease the mean square error (MSE) of 

training the ANN. The backpropagation algorithm benefits from a gradient descent algorithm to 

alter the weights and maximize the performance. Various forms of the gradient descent algorithm 

are detailed in Table  4-4.  

Table  4-4: Different forms of Gradient Descent algorithm [106] 

Name Description 

Traingd Updates bias and weights based on gradient descent. 

Traingdm Updates bias and weights based on gradient descent with momentum. 

Traingdx Updates bias and weights based on an adaptive learning rate and gradient descent 

momentum. 

Trainrp Updates bias and weights based on the resilient backpropagation algorithm (Rprop). 

Trainscg Updates bias and weights based on the scaled conjugate gradient method. 

Trainlm Updates bias and weights based on Levenberg-Marquardt optimization. 
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Various researchers have been conducted to find the appropriate learning algorithm for 

pattern recognition. Veenendaal B. in [107] and Mustafidah L. in [106] suggested the trainlm 

algorithm as the fastest and most proper algorithm of back propagation in pattern recognition. 

Further, trainlm is capable of obtaining lower mean square errors rather than other algorithms. 

Moreover, trainlm is suitable for large scale of datasets with fewer numbers of iterations than the 

other algorithms. Since in this thesis, we aim to obtain the reasonable efficiency of NNHID with 

minimum errors, and also we use a large scale of data to train the FFNN and following the 

recommendations of [107] and [106], the trainlm algorithm is used to train the feed-forward 

neural network using MATLAB platform.  

The performance of the FFNN training is dependent on the number of hidden layers, the 

number of neurons in each hidden layer, the number of input samples, and the number of 

iterations [97]. In fact, the ideal number of neurons and hidden layers are realized through trial 

and error practice. In order to get accurate results, the following approaches have been tried in 

the FFNN: 

 Altering the number of samples (input data); 

 Altering the number of hidden layers; 

 Altering the number of neurons in each hidden layer; and 

 Altering the number of iterations. 

In order to examine and select the best number of samples, the number of hidden layers, 

the number of neurons, and the number of iterations, we followed a simple heuristic by creating 

four test cases. At first, a FFNN with one hidden layer and 10 artificial neurons in the hidden 

layer is investigated. In order to test the effects of the number of samples, three datasets with 
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sizes: 11, 000, 18,000, and 23,128 records of data are used to train the FFNN. Then, the FFNN 

with one hidden layer and 5, 15, 20, 30, and 35 neurons in the hidden layer is examined. 

Following, the FFNN with 2 and 3 hidden layers is studied. In the fourth test, the FFNN is 

iterated 50, 150 and 200 to check the effects of the number of iterations. In the end, according to 

the obtained results, measured mean square error, detection rate, and false alarm rate that are 

presented in Chapter5, we settled on a FFNN with one hidden layer and 10 artificial neurons in 

the hidden layer.  

4.2.3.2.3.2 Testing mode 

The second mode of the FFNN is the testing mode. In the testing mode, the collected data 

from the data analysis step is processed by the similar activities as in the training mode. In this 

implementation, each data set, 30% of records of data are considered for the testing step. Then, 

the real outputs of the testing mode are compared with the desired outputs. If the mean square 

error is less than the error goal, the real output will be acceptable. Otherwise, FFNN needs to be 

trained again with back propagation learning method.  

4.2.3.3 Alarm 

The aim of raising an alarm is to notify the smart-device user about malicious actions on 

the smart-device. The alarm can be taken in various formats such as displaying a warning 

message in the smart-device. In this study, ANN is implemented on MATLAB platform; 

therefore, only achieving the value “2” as an output is considered as an alarm for detecting a 

malicious action on a smart-device and any message does not show for the smart-device user. 
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4.3 Benefits and Limits of NNHID 

NNHID provides numerous benefits to detect known attacks on the smart-device in 

contrast to previous approaches described below: 

 Most of the approaches are usable for the smart-device with a specific operating system such 

as Android, Symbian, and IOS. However, the major benefit of NNHID is the functional 

potential to occupy for a wide variety of smart-device operating systems; 

 This approach represents a useful test-bed for signature-based IDS; 

 In order to collect data, NNHID takes advantages of cloud-based services that present online 

smart-devices and it is not needed to hold a real smart-device for a long time;  

 In contrast to other approaches that attempt to access the log files in order to monitor 

activities of the smart-device, cloud-based services make opportunity for NNHID to export 

collected data to a downloadable file; and 

 Based on the obtained results of NNHID and comparing the efficiency of NNHID with two 

other approaches (ELM and SVM) presented in Chapter5, we believe NNHID will assist 

cyber-attack researchers to detect known attacks on the smart-device with high detection rate 

and the fewer number of False Positive. 

On the other hand, there are also some downsides for occupying the proposed approach 

described as follows: 

 Since NNHID is developed based on signature-based systems, therefore, NNHID is only 

capable of detecting known attacks; 

 NNHID works offline, thus it is not able to detect attacks during online activities; and 



88 

 Since it was essential to collect a large amount of information to train the FFNN, the test-bed 

is only developed based on web browser’s activities and other operations of the smart-device 

are not considered.   

4.4 Summary 

This chapter begins with a brief introduction to intrusion detection systems for smart-

devices. Following, various approaches to implementing IDS are suggested. A novel host-based 

intrusion detection system that provides robust, transparent and continuous protection for smart-

devices by verifying smart-device usage activities are designed and the components of NNHID 

are explained in depth. The proposed approach is implemented in MATLAB platform, and 

benefits and limitation of NNHID are described. The results of NNHID are presented and 

analyzed in Chapter5. 
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Chapter5. Results and Analysis 

In Chapter 4, the theoretical foundations and implementation processes of NNHID are 

discussed and the MATLAB code is developed. Since a large amount of information needs to be 

analyzed, the MATLAB platform is used on a research server with the configuration listed in 

Table  0-1. 

Table  0-1: Configuration of the MATLAB research server and environment 

Model Dell Precision T7500 

Memory 4.00 GB 

Processor Intel(R) Xeon(R) CPU E5606@213 GHZ 

Operating System Windows 7 Ultimate 

Environment MATLAB R2016a 

 

In this chapter, the results and performance of NNHID are discussed and evaluated in 

terms of finding the suitable effectiveness of NNHID. Four metrics are considered to evaluate 

the proposed approach; namely: Mean Square Error (MSE), False Alarm Rate (FAR), Detection 

Rate (DR), and Decision Processing Time (DPT). In the last part of this chapter, NNHID is 

compared to the known anomaly-based HIDS approach called Extreme Learning Machine (ELM) 

to provide a better view of the NNHID system.  

This chapter is divided into five Sections. First, descriptive facts are presented in 

Section  5.1. Four test cases of training a FFNN are outlined in Section  5.2. In Section  5.3, four 

metrics to evaluate the effectivenesses of NNHID are addressed. NNHID is compared with ELM 

in Section  5.4. In conclusion, a summary of this chapter is discussed in Section  5.5.  
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5.1 Descriptive Facts 

As stated previously, NNHID is developed based on a FFNN that is trained by 

Backpropagation (BP) algorithm. The FFNN has two modes: training and testing. Each mode 

needs a separate dataset. NNHID utilizes CPU usage, memory consumption, and network traffic 

of the smart-device as an input stream observed through browsing websites to provide training 

and testing datasets. As mentioned in Chapter 4, it is not achievable to operate a smart-device for 

a long period of time and also collect and export data at the same time. Therefore, we collect data 

through a cloud-based service in which online smart-devices are available. The collected data 

comprise 42,000 records of the smart-devices activities in the normal condition and 10,128 

records of the smart-devices activities during planned attack conditions. Attack data known as 

attack signatures are saved in a dataset called "Signature Database". The number of normal data 

and attack data for each dataset is detailed in Table  0-2. 

Table  0-2: The number of normal and attack data in the three datasets 

Dataset 

Ref. 

The number of the data records in: 

Datasets Normal Data Attack Data 

A 11,000 8,498 2,502 

B 18,000 15,500 2,510 

C 23,128 18,309 4,819 

 

The efficiency of a FFNN depends on various parameters such as the number of input 

samples, the number of artificial neurons in each hidden layer, the number of hidden layers, and 

the number of iterations [89] that are examined in this thesis as below: 

 Number of input samples: in order to improve the efficiency of the FFNN, it has been 

recommended to train the FFNN with various numbers of datasets [89]. Therefore, we divide 
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data into the three datasets of samples with different sizes: 11,000, 18,000, and 23,128 

records of data. In each data set, 70% of the records of data are considered for the training 

step and 30% are considered for testing step. The number of records of data in each step for 

the three datasets can be seen in Table  0-3; 

Table  0-3: Data distribution in training and testing steps 

Dataset 

 Ref 

The number of the data records in: 

Datasets The training step ~70% The testing step ~30% 

A 11,000 7,700 3,300 

B 18,000 12,600 5,400 

C 23,128 16,190 6,938 

 

 Number of artificial neurons in each hidden layer: firstly, a FFNN with single hidden layer 

and 10 artificial neurons is examined. Following, with the purpose of investigating the effects 

of the number of the neurons on the efficiency of NNHID, the FFNN is tested with 5,15, 20, 

30, and 35 neurons in the hidden layer;  

 Number of hidden layers: at first, a FFNN with single hidden layer and 10 artificial neurons 

is tried. Afterward, in order to calculate the effects of the number of hidden layers on the 

efficiency of the FFNN, two more tests are prepared. In the first test, the FFNN is trained 

with 2 hidden layers and 10 neurons in the hidden layers. Following, the FFNN with 3 hidden 

layers and 10 artificial neurons in each hidden layer is investigated; and  

 Number of Iterations: "Iteration is the number of times a batch of data passed through the 

algorithm" [45]. In the above-mentioned tests, training sets are iterated 100. It has been 

suggested the number of iterations has impacts on the efficiency of the FFNN [89], therefore, 

three more tests are performed and training sets are iterated 50,150, 200.  
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5.2 Simulation Results 

In order to achieve a suitable structure for the FFNN and to improve the efficiency of 

NNHID, the FFNN is examined with four parameters mentioned in Section  5.1.  In Section  5.2.1, 

the effects of the number of samples on the efficiency of NNHID are studied. In Section  5.2.2, 

we investigate the impacts of the number of neurons. In Section  5.2.3, the effects of the number 

of hidden layers on the efficiency of NNHID are addressed. As a final point, with the purpose of 

investigating the effects of the number of iterations on the efficiency of NNHID, the training set 

is iterated with different numbers in Section  5.2.4.  

5.2.1 Effects of the Number of Samples 

The first test case is examined on the FFNN with one hidden layer and 10 neurons as 

shown in Figure  0-1.  

 

Figure 0-1: Testing the impacts of samples on the efficiency of FFNN 

In order to evaluate the effects of the number of the samples on the efficiency of NNHID, 

the FFNN is trained with the three datasets:  11,000, 18,000, and 23,128 records of data. The 

FFNN comprises an input layer with seven attributes (CPU Usage, CPU Kernel, CPU Total, 

Memory Cache, Memory Free, Memory Used, and Network Usage), one hidden layer with 10 

neurons, and one output layer. The desired output (target) for the normal input is “1” and the 

desired output for the attack input is “2”.   A sample of results of the trained FFNN with the three 

datasets is listed in Table  0-4. 
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Table  0-4: A sample of results of evaluating the impacts of samples  

 

The first column of Table  0-4 is an output vector of the trained FFNN with 11,000 records 

of data. The second column is an error vector of the trained FFNN. Following, third column and 

fourth columns are the output and the error vectors of the trained FFNN with 18,000 records of 

data. Likewise, fifth and sixth columns are the outputs and the errors of the trained FFNN with 

23,128 records of data. According to the results, MSE is decreased by increasing the number of 

samples as demonstrated in Table  0-5. Consequently, increasing the number of samples improve 

the efficiency of NNHID.  

Dataset A (11,000) Dataset B (18,000) Dataset C (23,128) 

Outputs Errors Outputs Errors Outputs Errors 

1.001799 -0.0018 1.001358 -0.00136 1.000481 -0.00048 

1.001313 -0.00131 1.000729 -0.00073 1.00062 -0.00062 

1.001436 -0.00144 1.001337 -0.00134 1.000597 -0.0006 

1.001494 -0.00149 1.001107 -0.00111 1.000523 -0.00052 

1.001354 -0.00135 1.001261 -0.00126 1.000512 -0.00051 

1.001357 -0.00136 1.000673 -0.00067 1.00033 -0.00033 

1.001323 -0.00132 1.001371 -0.00137 1.000559 -0.00056 

1.001515 -0.00151 1.001103 -0.0011 1.000502 -0.0005 

1.001344 -0.00134 1.000684 -0.00068 1.000495 -0.0005 

1.001332 -0.00133 1.001198 -0.0012 1.000478 -0.00048 

1.994492 0.005508 1.998107 0.001893 1.999347 0.000653 

1.994165 0.005835 1.998076 0.001924 1.999652 0.000348 

1.994165 0.005835 1.998076 0.001924 1.999696 0.000304 

1.994469 0.005531 1.997292 0.002708 1.999696 0.000304 

1.994426 0.005574 1.997292 0.002708 1.999631 0.000369 

1.994426 0.005574 1.997292 0.002708 1.999681 0.000319 

1.994059 0.005941 1.997274 0.002726 1.999715 0.000285 

1.994059 0.005941 1.997274 0.002726 1.99963 0.00037 

1.994049 0.005951 1.998028 0.001972 1.99963 0.00037 

1.994049 0.005951 1.998028 0.001972 1.999616 0.000384 
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Table  0-5: The impacts of samples on MSE  

Dataset The number of data records in three datasets MSE 

A 11,000 8.11E-06 

B 18,000 2.39E-06 

C 23,128 1.51E-06 

 

Since the trained FFNN with dataset C achieves the suitable MSE that is less than the 

error goal (1.00E-05), dataset C is selected as a suitable database for implementing NNHID, and 

also it is used for the following test cases.  

5.2.2 Effects of the Number of Neurons 

The second test is investigated on the FFNN with one hidden layer and 10 neurons. 

Following, the purpose of inspecting the effects of the number of neurons in the hidden layer on 

the efficiency of NNHID, the FFNN is tested with 5, 15, 20, 30, and 35 neurons as shown in 

Figure  0-2. A combination of the seven attributes mentioned in Section  5.2.1 is considered as an 

input vector. FFNN possess one hidden layer and an output layer. The desired output (target) 

includes either “1” or “2”.   
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Figure 0-2: Testing the impacts of neurons on the efficiency of FFNN 
 

Since in the Section  5.2.1, the suitable MSE is realized for the dataset with 23,128 

records of data, the mentioned dataset is used to train the FFNN in the current test case.  A 

sample of results of training the FFNN with various numbers of neurons is detailed in Table  0-6. 
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Table 0-6: A sample of results of evaluating the impacts of neurons 

Number of Neurons 

5 10 15 20 30 35 

Outputs Errors Outputs Errors Outputs Errors Outputs Errors Outputs Errors Outputs Errors 

1.001614 -0.001614 1.000737 -0.00074 1.001796 -0 .0018 1.001215 -0.00121 1.001842 -0.00184 1.001183 -0.00118 

1.001936 -0.001936 1.000838 -0.00084 1.001742 -0.00174 1.001196 -0 .0012 1.00163 -0.00163 1.002588 -0.00259 

1.002760 -0.002760 1.000886 -0.00089 1.001708 -0.00171 1.00115 -0.00115 1.001714 -0.00171 1.002514 -0.00251 

1.001846 -0.001846 1.001654 -0.00165 1.001428 -0.00143 1.001471 -0.00147 1.001707 -0.00171 1.002738 -0.00274 

1.001892 -0.001892 1.000618 -0.00062 1.001832 -0.00183 1.001223 -0.00122 1.002119 -0.00212 1.001984 -0.00198 

1.001810 -0.001810 1.000987 -0.00099 1.001706 -0.00171 1.001257 -0.00126 1.001775 -0.00177 1.0013  -0 .0013 

1.001994 -0.001994 1.000893 -0.00089 1.001529 -0.00153 1.001153 -0.00115 1.001863 -0.00186 1.002504 -0 .0025 

1.002008 -0.002008 1.000277 -0.00028 1.001941 -0.00194 1.001176 -0.00118 1.002331 -0.00233 1.001988 -0.00199 

1.002302 -0.002302 1.000481 -0.00048 1.001501 -0 .0015 1.001292 -0.00129 1.001704 -0 .0017 1.002818 -0.00282 

1.002299 -0.002299 1.000705 -0 .0007 1.001654 -0.00165 1.00122 -0.00122 1.002131 -0.00213 1.001907 -0.00191 

1.998502 0.001498 1.999726 0.000274 1.999295 0.000705 1.99853 0.00147 1.997634 0.002366 1.993637 0.006363 

1.998502 0.001498 1.999726 0.000274 1.999403 0.000597 1.999014 0.000986 1.998568 0.001432 1.992829 0.007171 

1.998605 0.001395 1.999701 0.000299 1.999403 0.000597 1.997655 0.002345 1.997772 0.002228 1.993893 0.006107 

1.998605 0.001395 1.999701 0.000299 1.999409 0.000591 1.997674 0.002326 1.998486 0.001514 1.994761 0.005239 

1.998605 0.001395 1.999741 0.000259 1.999269 0.000731 1.997582 0.002418 1.997606 0.002394 1.994847 0.005153 

1.998550 0.001450 1.999438 0.000562 1.999269 0.000731 1.998264 0.001736 1.998706 0.001294 1.995515 0.004485 

1.998550 0.001450 1.999438 0.000562 1.999272 0.000728 1.997886 0.002114 1.998515 0.001485 1.995515 0.004485 

1.998662 0.001338 1.999438 0.000562 1.999272 0.000728 1.998352 0.001648 1.998605 0.001395 1.994293 0.005707 

1.998662 0.001338 1.999663 0.000337 1.999411 0.000589 1.997671 0.002329 1.999005 0.000995 1.994286 0.005714 

1.998662 0.001338 1.999663 0.000337 1.999411 0.000589 1.99744 0.00256 1.998804 0.001196 1.993829 0.006171 
 

The second test case is conducted to train the FFNN with one hidden layer. The dataset 

with 23,128 records of data is considered as an input vector. In order to evaluate the effects of 

the number of neurons on the efficiency of NNHID, the FFNN is trained with 5, 10, 15, 20, 30, 

and 35 neurons. In Table 5.6, two columns are considered for outputs and errors of each test.  

Based on the results, MSE is decreased by increasing the number of neurons from 5 to 10, and it 

is raised by increasing the number of neurons from 10 to 35 as detailed in Table  0-7. To sum up, 

increasing the number of neurons more than 10 may not improve the efficiency of NNHID. The 

reasonable value of MSE is obtained for the trained FFNN with 10 neurons. Hence, 10 neurons 
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are determined as a suitable number of neurons for implementing NNHID, and also 10 neurons 

are employed for the following test cases. 

Table  0-7: The impacts of neurons on MSE  

The number of neurons  

in the hidden layer 
MSE 

5 4.82E-06 

10 1.51E-06 

15 1.76E-06 

20 4.01E-06 

30 4.14E-06 

35 7.07E-06 

5.2.3 Effects of the Number of Hidden Layers 

The third test is investigated on the FFNN with one hidden layer and 10 neurons. Then, in 

order to try the effects of the number of hidden layers on the efficiency of NNHID, the FFNN is 

trained with 2 and 3 hidden layers as shown in Figure  0-3. The FFNN possess an input layer with 

seven mentioned attributes and one output layer. The target includes either “1” for normal input 

or “2” for attack input.  Considering the results of Section  5.2.1, the dataset with 23,128 records 

of data is used to train the FFNN in the current test case. Moreover, based on the results of 

Section  5.2.2, 10 neurons are considered for each hidden layer. A sample of results of the 

training the FFNN with 1,2 and 3 hidden layers are presented in Table  0-8.  
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Figure  0-3: Testing the impacts of hidden layers on the efficiency of FFNN 

 
Table  0-8: A sample of results of evaluating the impacts of hidden layers 

1 Hidden Layer 2 Hidden Layers 3 Hidden Layers 

Outputs Errors Outputs Errors Outputs Errors 

1.001215 -0.00121 1.001979 -0.00198 1.002792 -0.00279 

1.001196 -0.0012 1.001085 -0.00109 1.002764 -0.00276 

1.00115 -0.00115 1.001239 -0.00124 1.002713 -0.00271 

1.001471 -0.00147 1.001262 -0.00126 1.003076 -0.00308 

1.001223 -0.00122 1.001499 -0.0015 1.002843 -0.00284 

1.001257 -0.00126 1.00116 -0.00116 1.002734 -0.00273 

1.001153 -0.00115 1.001921 -0.00192 1.002783 -0.00278 

1.001176 -0.00118 1.001341 -0.00134 1.002635 -0.00264 

1.001292 -0.00129 1.001747 -0.00175 1.002724 -0.00272 

1.00122 -0.00122 1.002014 -0.00201 1.002599 -0.0026 

1.999726 0.000274 1.999172 0.000828 1.998876 0.001124 

1.999726 0.000274 1.99917 0.00083 1.998859 0.001141 

1.999701 0.000299 1.999162 0.000838 1.998717 0.001283 

1.999701 0.000299 1.999004 0.000996 1.998705 0.001295 

1.999741 0.000259 1.999076 0.000924 1.998884 0.001116 

1.999438 0.000562 1.998952 0.001048 1.998515 0.001485 

1.999438 0.000562 1.999114 0.000886 1.998168 0.001832 

1.999438 0.000562 1.999045 0.000955 1.99865 0.00135 

1.999663 0.000337 1.999184 0.000816 1.998014 0.001986 

1.999663 0.000337 1.999111 0.000889 1.99586 0.00414 
 

 

In order to evaluate the results of increasing the number of hidden layers on the 

efficiency of NNHID, the FFNN is trained with 1, 2, and 3 hidden layers. In Table  0-8, two 

columns are considered for outputs and errors of each test.  According to the results, the suitable 

value for MSE is achieved for the FFNN with 1 hidden layer, and MSE is raised by increasing 
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the number of hidden layers as detailed in Table  0-9. To clarify, increasing the number of hidden 

layers is not effective for implementing NNHID. In the next test case, we study impacts of the 

number of hidden layers on the efficiency of NNHID. 

Table  0-9: The impacts of hidden layers on MSE  

The number of hidden layers MSE 

1 1.51E-06 

2 1.85E-06 

3 6.46E-06 

5.2.4 Effects of the Number of Iterations 

As stated earlier, the structure of the FFNN has effects on the efficiency of NNHID, 

therefore, in the previous sections, three test cases are conducted to achieve a suitable structure 

for the FFNN. In sum, the trained FFNN with one hidden layer and 10 neurons and 23,128 

records of data is capable of obtaining suitable results for NNHID. Therefore, the mentioned 

FFNN is selected for investigating the impacts of the number of iterations on the efficiency of 

FFNN. Based on the evidence of training the FFNN, the training set needs to be iterated more 

than 50; therefore, the first iteration number is considered 100. In the current test case, the 

training set is iterated 50, 150 and 200 to examine the efficiency of NNHID. A sample of the 

results of training the FFNN with various numbers of iterations is presented in Table  0-10. 
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Table  0-10: A sample of results of evaluating the impacts of iterations 

Iteration Number 

50 100 150 200 

Outputs Errors Outputs Errors Outputs Errors Outputs Errors 

1.003348 -0.003348 1.002317 -0.002320 1.002704 -0.002700 1.002654 -0.002650 

1.002391 -0.002391 1.001088 -0.001090 1.002394 -0.002390 1.001964 -0.001960 

1.002053 -0.002053 1.001375 -0.001370 1.001845 -0.001850 1.002264 -0.002260 

1.002242 -0.002242 1.001411 -0.001410 1.001928 -0.001930 1.002187 -0.002190 

1.004609 -0.004609 1.001372 -0.001370 1.002323 -0.002320 1.001951 -0.001950 

1.002985 -0.002985 1.000821 -0.000820 1.001951 -0.001950 1.001932 -0.001930 

1.002280 -0.002280 1.001081 -0.001080 1.002296 -0.002300 1.001983 -0.001980 

1.002269 -0.002269 1.000850 -0.000850 1.001836 -0.001840 1.002232 -0.002230 

1.002298 -0.002298 1.001467 -0.001470 1.001923 -0.001920 1.001848 -0.001850 

1.001684 -0.001684 1.001447 -0.001450 1.001955 -0.001950 1.001798 -0.001800 

1.998175 0.001825 1.999078 0.000922 1.998327 0.001673 1.997568 0.002432 

1.998409 0.001591 1.999078 0.000922 1.998327 0.001673 1.998001 0.001999 

1.998409 0.001591 1.999078 0.000922 1.998251 0.001749 1.997889 0.002111 

1.998598 0.001402 1.999092 0.000908 1.998251 0.001749 1.997502 0.002498 

1.998598 0.001402 1.999092 0.000908 1.998291 0.001709 1.997974 0.002026 

1.998536 0.001464 1.999092 0.000908 1.998291 0.001709 1.996866 0.003134 

1.998536 0.001464 1.999227 0.000773 1.998291 0.001709 1.996789 0.003211 

1.998098 0.001902 1.999227 0.000773 1.998296 0.001704 1.998064 0.001936 

1.998556 0.001444 1.999234 0.000766 1.998122 0.001878 1.997978 0.002022 

1.998556 0.001444 1.999234 0.000766 1.998122 0.001878 1.998071 0.001929 

 

In order to evaluate the effects of the number of iterations on the efficiency of NNHID, 

the training set is iterated 50, 100, 150, and 200. In Table  0-10, two columns are considered for 

outputs and errors of each test. According to the results, MSE is decreased by increasing the 

number of iterations from 50 to 100, and it is raised by increasing the number of iterations more 

than 100 as detailed in Table  0-11. To clarify, increasing the number of iterations more than 100 

is not effective for implementing NNHID.  
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Table  0-11: The impacts of iterations on MSE  

Iteration Number MSE 

50 1.82E-06 

100 1.51E-06 

150 2.51E-06 

200 4.55E-06 

5.3 Effectiveness 

In this thesis, we consider four metrics to evaluate the effectiveness of NNHID and find 

the suitable structure and dataset for NNHID. First, Mean Square Error (MSE) is presented in 

Section  5.3.1. Second, False Alarm Rate (FAR) is determined in Section  5.3.2.  Section  5.3.3 

describes Detection Rate (DR) as the third metrics.   Finally, Section  5.3.4 focuses on Decision 

Processing Time (DPT).  

5.3.1 Mean Square Error 

In order to measure errors of FFNN, the differences between two vectors real outputs and 

targets, mean square error (MSE) as an error measurement method is used. MSE is the average 

of the squares of the differences between desired outputs (targets) and real outputs. The value of 

MSE is always positive, and values are close to zero are ideal [31].  

In NNHID, the value of "±1e-5" is considered as a maximum error goal. To clarify; 

during the process of training, the MSE is compared with the error goal, and backpropagation 

algorithm attempts to decrease the mean square error to be less than the error goal. The MSE is 

measured by equation (5-1) following [31]. Where N is the number of records of data, 𝑥𝑖 is target, 

and 𝑦𝑖 is real output. 
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MSE(x, y) = 
𝟏

𝑵
 ∑ (𝒙𝒊 − 𝒚𝒊)

𝟐 𝑵
𝒊=𝟏                                                                                                   (0-1) 

In Section  5.2, four FFNN with various structures are trained and MSE for each FFNN 

and listed in Table  0-12. Moreover, MSE for the entire scenario is depicted in Figure  0-4 to 

Figure  0-7. 

Table  0-12: MSE of NNHID 

The number of 

records of samples 

The number of 

hidden layers 

The number of 

neurons 

The number of 

iteration 

MSE 

The impacts of samples 

11,000 1 10 100 8.11E-06 

18,000 1 10 100 2.39E-06 

23,128 1 10 100 1.51E-06 

The impacts of neurons 

23,128 1 5 100 4.82E-06 

23,128 1 10 100 1.51E-06 

23,128 1 15 100 1.76E-06 

23,128 1 20 100 4.01E-06 

23,128 1 30 100 4.14E-06 

23,128 1 35 100 7.07E-06 

The impacts of hidden layers 

23,128 1 10 100 1.51E-06 

23,128 2 10 100 1.85E-06 

23,128 3 10 100 6.46E-06 

The impacts of iterations 

23,128 1 10 50 1.82E-06 

23,128 1 10 100 1.51E-06 

23,128 1 10 150 2.51E-06 

23,128 1 10 200 4.55E-06 
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Figure  0-4: The impacts of samples on MSE  

 

Figure  0-5: The impacts of neurons on MSE  

 

Figure  0-6: The impacts of hidden layers on MSE  

 

Figure  0-7: The impacts of iterations on MSE  

Considering the achieved results from training process of the above-mentioned FFNN, 

MSE range is between 1.51E-06 and 8.11E-06 that are highlighted in Table  0-12. In conclusion, 

MSE for FFNN is decreased with increasing the number of records of data. Based on the 

proposed simulation results in Section  5.2, the FFNN structure that comprises a single hidden 

layer with 10 neurons with a sample of 23,128 records of data is capable of detecting known with 

reasonable MSE (1.51E-06). Moreover, increasing the number of neurons, the number of hidden 

layers and the number of iteration may not reduce MSE and only increase the complexity of the 

FFNN. 

5.3.2 False Alarm Rate 

False Alarm Rate (FAR) is defined as the number of False Positive divided as a ratio to 

the number of normal patterns. In this section, we try to find the lamimpo value of False Alarm 

Rate for NNHID. Therefore, four test cases are conducted on the FFNN. The first test examines 
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the effects of the number of records of samples. The second test case investigates the impacts of 

the number of neurons in the hidden layer. The third test case addresses the effects of the 

number of hidden layers and the last test investigates the impacts of the number of iterations to 

achieve a suitable structure for NNHID with the minimum FAR. After each test, FP is 

calculated as presented in Table  0-13.  

FAR=    
𝒏𝒖𝒎𝒃𝒆𝒓 𝒐𝒇 𝒇𝒂𝒍𝒔𝒆 𝒓𝒂𝒕𝒆

𝒏𝒖𝒎𝒃𝒆𝒓 𝒐𝒇 𝒕𝒓𝒂𝒄𝒆𝒔 𝒊𝒏 𝒗𝒂𝒍𝒊𝒅𝒂𝒕𝒊𝒐𝒏 𝒅𝒂𝒕𝒂 
∗ 𝟏𝟎𝟎                                                                       (0-2) 

Table  0-13: FAR of NNHID 

The number 

of records of 

samples 

The number 

of normal 

patterns 

The number 

of hidden 

layers 

The number 

of neurons 

The 

number of 

iteration 

FP FAR 

(%) 

The impacts of samples 

11,000 8,498 1 10 100 264 3.11 

18,000 15,500 1 10 100 352 2.27 

23,128 18,309 1 10 100 242 1.32 

The impacts of neurons 

23,128 18,309 1 5 100 267 1.46 

23,128 18,309 1 10 100 242 1.32 

23,128 18,309 1 15 100 302 1.65 

23,128 18,309 1 20 100 328 1.79 

23,128 18,309 1 30 100 482 2.63 

23,128 18,309 1 35 100 502 2.74 

The impacts of hidden layers 

23,128 18,309 1 10 100 242 1.32 

23,128 18,309 2 10 100 482 2.63 

23,128 18,309 3 10 100 531 2.90 

The impacts of iterations 

23,128 18,309 1 10 50 296 1.62 

23,128 18,309 1 10 100 242 1.32 

23,128 18,309 1 10 150 363 1.98 

23,128 18,309 1 10 200 465 2.54 

 

According to Table  0-13, the FAR range is between 1.32% and 3.11%. The trained FFNN 

with single hidden layer and 10 neurons with 23,128 records of data is obtained the reasonable  
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FAR. The results of FAR are illustrated in Figure  0-8 to Figure  0-11.  In fact, FAR is decreased by 

increasing the number of neurons from 5 to 10, and it is raised by increasing the number of 

neurons from 10 to 35, moreover, FAR is decreased by increasing the number of iterations from 

50 to 100, and it is raised by increasing the number of iterations more than 100.  Our findings 

would seem to demonstrate on backpropagation learning method that attempts to adjust weights 

of neurons. In fact, we assume increasing the number of neurons and hidden layers make some 

difficulties and complexities for backpropagation algorithm, therefore, the error rate is increased. 

On the other hand, by increasing the number of records of data, the FFNN achieve more 

knowledge. Hence, training the FFNN with a large amount of data provides considerable value 

1.32% for FAR. Although implementing an approach without false alarms is not easy, an 

approach with fewer FAR is appreciated.  

 

Figure  0-8: The impacts of samples on FAR  

 

Figure  0-9: The impacts of neurons on FAR  

 

Figure  0-10: The impacts of hidden layers on FAR  

 

Figure  0-11: The impacts of iterations on FAR  
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5.3.3 Detection Rate 

Detection Rate is another metric that is taken in this research to evaluate the efficiency of 

NNHID. The Detection Rate (DR) is the number of detected attacks (DA) divided by the number 

of present attacks.  

DR= 
𝒏𝒖𝒎𝒃𝒆𝒓 𝒐𝒇 𝒅𝒆𝒕𝒆𝒄𝒕𝒆𝒅 𝒂𝒕𝒕𝒂𝒄𝒌

𝒏𝒖𝒎𝒃𝒆𝒓 𝒐𝒇 𝒂𝒕𝒕𝒂𝒄𝒌 𝒑𝒓𝒆𝒔𝒆𝒏𝒕 
∗ 𝟏𝟎𝟎                                                                                           (0-3) 

In the current section, we attempt to find the appropriate value of DR for NNHID. As 

stated earlier, four tests are performed on the FFNN. After training the FFNN, the number of the 

detected attacks are extracted from the results. The number of detected attacks and DR for each 

test are detailed in Table  0-14. DR is improved by the number of samples. However, DR is 

increased by increasing the number of neurons from 5 to 10, and it is decreased by increasing the 

number of neurons from 10 to 35, moreover, DR is increased by increasing the number of 

iterations from 50 to 100, and it is decreased by increasing the number of iterations more than 

100.   

 Based on Table  0-14, DR range is between 89.84% and 98%. The trained FFNN with one 

hidden layer and 10 neurons with 23,128 records of data is obtained the reasonable value of DR 

(98%). The results of DR can be seen from Figure  0-12 to Figure  0-15. 
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Table  0-14: DR of NNHID 

The number 

of records of 

samples 

The number of 

attacked 

patterns 

The number 

of hidden 

layers 

The 

number of 

neurons 

The number 

of iteration 
DA 

DR 

(%) 

The impacts of samples 

11,000 2,502 1 10 100 2,248 89.84 

18,000 2,500 1 10 100 2,332 93.27 

23,128 4,819 1 10 100 4,723 98 

The impacts of neurons 

23,128 4,819 1 5 100 4,541 94.25 

23,128 4,819 1 10 100 4,723 98 

23,128 4,819 1 15 100 4,705 97.64 

23,128 4,819 1 20 100 4,615 95.76 

23,128 4,819 1 30 100 4,528 93.96 

23,128 4,819 1 35 100 4,347 90.20 

The impacts of hidden layers 

23,128 4,819 1 10 100 4,723 98 

23,128 4,819 2 10 100 4,610 95.66 

23,128 4,819 3 10 100 4,343 90.12 

The impacts of iterations 

23,128 4,819 1 10 100 4,510 93.6 

23,128 4,819 1 10 100 4,723 98 

23,128 4,819 1 10 150 4,554 94.5 

23,128 4,819 1 10 200 4,448 92.30 
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Figure  0-12: The impacts of samples on DR  

 

Figure  0-13: The impacts of neurons on DR  

 

Figure  0-14: The impacts of  hidden layers on DR 

 

Figure  0-15: The impacts of iterations on DR 

5.3.4 Decision Processing Time 

In this section, we evaluate NNHID in terms of Decision Processing Time (DPT). 

Decision processing time is the time that ANN needs to reach a decision.  Since it is necessary to 

train the FFNN to make a decision, the decision processing time is considered from the initial 

state to decision step that attacks activities are detected and an alarm is raised. The following, 

four FFNN with different structures are trained. The DPT of each FFNN and dataset are listed in 

Table  0-15. Moreover, the decision processing time for the entire scenario is depicted in 

Figure  0-16 to Figure  0-19. 

  



109 

Table  0-15: DPT of NNHID 

The number of 

records of samples 

The number of 

hidden layers 

The number of 

neurons 

The number of 

iteration 

DPT 

(s) 

The impacts of samples 

11,000 1 10 100 0.02189 

18,000 1 10 100 0.02255 

23,128 1 10 100 0.02571 

The impacts of neurons 

23,128 1 5 100 0.02409 

23,128 1 10 100 0.02571 

23,128 1 15 100 0.02710 

23,128 1 20 100 0.03053 

23,128 1 30 100 0.03965 

23,128 1 35 100 0.04033 

The impacts of  hidden layers 

23,128 1 10 100 0.02571 

23,128 2 10 100 0.03761 

23,128 3 10 100 0.04660 

The impacts of iterations 

23,128 1 10 50 0.02522 

23,128 1 10 100 0.02571 

23,128 1 10 150 0.02583 

23,128 1 10 200 0.02594 

 

In this point of view, the FFNN that is capable of recognizing the patterns with a 

minimum decision processing time is appreciated. However, since backpropagation algorithm 

attempts to adjust the weights to achieve the minimum of MSE, cost of decision processing time 

is high.  

Considering the achieved results from training process of the above-mentioned FFNNs, 

increasing the number of records of samples, the number of neurons, the number of hidden layers, 

and iteration numbers raise DPT as shown in Figure  0-16 to Figure  0-19. Based on the results, cost 

of time by the number of neurons and hidden layers is raised rather than other parameters.  
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Figure  0-16: The impacts of samples on DPT  

 

Figure  0-17: The impacts of  neurons on DPT  

 

Figure  0-18: The impacts of hidden layers on DPT  

 

Figure  0-19: The impacts of iterations on DPT  

 

DPT range is between 0.02189 (s)  and 0.0466 (s). The reasonable value of DPT is 

related to the FFNN with one hidden layer and 10 neurons that is trained with 11,000 records of 

data. However, the measured MSE for the mentioned FFNN is the maximum (8.11E-06), and the 

maximum value of DPT is calculated for the trained FFNN with one hidden layer and 35 neurons 

and 23,128 records of data. The reasonable value for MSE, FAR, and DR is related to FFNN 

with one hidden layer and 10 neurons in the hidden layer that is used 23,128 records of data and 

the DPT is 0.02571. The FFNN with the suitable results is compared with the FFNN with the 

minimum DPT as detailed in Table  0-16. Although DPT for the FFNN with one hidden layer and 

10 neurons and 23,128 records of data is bigger than the minimum DPT, the mentioned FFNN 

has achieved the best results for other metrics. Therefore, it is selected as the suitable FFNN for 

implementing NNHID. 
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Table  0-16: Comparison results of two structures of FFNN 

Metrics 

FFNN with one hidden layer and 10 

neurons and 11,000 records of data 

FFNN with one hidden layer and 10 

neurons and 23,128 records of data 

MSE 8.11E-06 1.51E-06 

FAR (%) 3.11 1.32 

DR (%) 89.84 98 

DPT (s) 0.02189 0.02571 

5.4 Comparison of ELM and NNHID 

As stated in Chapter 2, signature-based system and anomaly-based system are two 

techniques for detecting intrusions. However, there are some differences between SBS and ABS. 

As an example, SBS recognizes known attacks efficiently with very limited chances of false 

identification errors [75] and detects known attacks with a high-performance rate. Therefore, in 

this section, we compare the efficiency of the proposed NNHID that is built based on a 

signature-based system with a known model that is based on anomaly-based HIDS to 

demonstrate advantages of SBS. We select Extreme Learning Machine (ELM) and analyze the 

results of NNHID against ELM. M. Anandapriya and B. Lakshmana presented ELM for 

detecting and recognizing intrusions in 2015[31]. ELM is an anomaly-based HIDS and the main 

aiming of ELM is to detect intrusion on smart-devices using a feed-forward neural network. 

ELM monitors event logs and system audits to recognize intrusions. Data dictionary and phrase 

dictionary are used to implement ELM. The data dictionary includes system call names and the 

phrases. Phrase dictionary is generated using the word dictionary with particular length from 1 to 

5.  
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In ELM, the word dictionary and the phrase dictionary of ELM are constructed based on 

Australian Defence Force Academy Linux Dataset (ADFA-LD)
22

. The FFNN as a decision 

engine observes call patterns. In fact, call patterns that are dissimilar with words in the word 

dictionary and the phrase dictionary are considered anomaly behaviors and are seen as suspicious 

[31]. The architecture of ELM can be seen in Figure  0-20. M. Anandapriya and B. Lakshmanan 

calculated the performance of ELM using FAR and DR. A review of the ELM structure 

compared to NNHID is summarized in Table  0-17.  

 

Figure 0-20: ELM structure [31] 

 

                                                           
22 ADFA-LD: ADFA-LD is a standard Linux dataset is released in the University of New South Wale in 2013. 

"ADFA-LD is composed of thousands of system call traces collected from a contemporary Linux local server and 

expects to be a new benchmark for evaluating only an anomaly-based HIDS[31]". 
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Table  0-17: Comparison structure NNHID and ELM 

Feature ELM NNHID 

Year 2015 2017 

Goal Detecting Intrusions Detecting Intrusions 

Domain Smart-Device Smart-Device 

Structure HIDS HIDS 

Detection Technique ABS SBS 

Tool FFNN FFNN 

Database ADFA-LD NNHID 

Number of Records in Database 5,925 52,128 

Test bed Linux local server Perfecto website 

Collecting data tool Log Calls Web Browser 

 

Following, the optimal results of NNHID and ELM are compared in terms of FAR and 

DR as shown in Figure  0-21 and Figure  0-22. FAR of NNHID is discussed in Section  5.3.2, and 

FAR for four test cases are calculated. The FAR range is measured between 1.32% and 3.11%. 

As stated earlier, the minimum FAR is achieved by training the FFNN with single hidden layer 

and 10 neurons in the hidden layer as shown in Figure  0-21. The optimal value FAR for ELM is 

2.2 [31]. The results of this research prove that SBS detects known attacks professionally with 

very limited false identification errors.  

 

 

 

 

 

 

Figure  0-21: False alarm rate of NNHID in comparison with ELM  
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DR of NNHID is studied in Section  5.3.2. DR range is measured between 89.84% and 

98%. The optimal value DR is obtained by training the FFNN with single hidden layer and 10 

neurons in the hidden layer as demonstrated in Figure  0-22. DR of ELM is calculated in [31] with 

the value 86%. The results point to the ability of SBS to detect known attacks with a high-

performance rate. 

 

Figure  0-22: Detection rate of NNHID in comparison with ELM  

Consequently, based on the workflow of NNHID (Figure  4-3), NNHID is achieved a 

smaller value of FAR (1.32) in comparison to FAR for ELM (2.2) and DR for NNHID is bigger 

than 0.86% (DR for ELM), therefore, NNHID is implemented efficiently. 

5.5 Summary 

In this chapter, a brief review of the proposed NNHID approach is presented in 

Section  5.1 and essential parameters that affect the efficiency of the FFNN such as the number of 

hidden layers, the number of artificial neurons, the number of input samples, and the number of 

iterations are addressed. In Section  5.2 four tests on four Feed-Forward Neural Networks are 

examined and samples of results are proposed. In this research, we consider four parameters to 
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evaluate their effects on the efficiency of the FFNN. Four metrics to evaluate the efficiency of 

NNHID are mentioned in Section  5.3. We discuss Mean Square Error, False Alarm Rate, 

Detection Rate, and Decision Processing Time to find the suitable structure and dataset for the 

FFNN. As mentioned in Chapter 2, signature-based IDSs with the minimum of FP is able to 

detect known attacks with a high-performance rate. Therefore, in Section  5.4, we compare 

NNHIID with a present approach based on anomaly-based IDS (ELM). We used FAR and DR to 

compare NNHID to both approaches and the results are discussed. In the next chapter, 

conclusions and future works of this study are presented.   
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Chapter6.  Conclusions and Future Work 

Cybersecurity researchers have focused on developing efficient security systems to 

protect smart-devices to the continual growth of the smart-device business in a secure and safe 

environment. In this research, we concentrate on presenting a novel host intrusion detection 

system using neural networks to recognize and detect known attacks on smart-devices. This 

chapter summarizes conclusions of the thesis in Section 6.1. Afterward, future works are 

highlighted in Section 6.2. 

6.1. Conclusion 

Principally, NNHID has accomplished the planned objectives as stated in Chapter1. All 

achievements are listed as follow: 

 In Chapter 1, a brief introduction to smart-devices and their services for users are presented. 

Moreover, a comprehensive investigation of the security threats that smart-devices 

experience and lead to a reduction of security is addressed. The need for implementing 

effective security systems to provide a safe and secure smart-device environment is identified. 

Two strategies for protecting smart-devices are proposed. Since the main aim of this research 

is to develop a robust security system for detecting known attacks in a smart-device, an IDS 

as a detection-based strategy is suggested. Further, various approaches to implementing 

intrusion detection systems are presented. Finally, an ANN as a known soft computing 

approach to improving the capabilities of IDS is addressed.  

 We present detailed literature review focused on intrusion detection systems and begins with 

a brief introduction to intrusions and intrusion detection systems. Then, the main 

functionalities of IDS are presented. Intrusion detection system methods (HIDS and NIDS) 
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are reviewed. Following, two types of systems (namely; signature-based and anomaly-based 

ABS) to detect intrusions are addressed as well as a comparison between SBS and ABS is 

highlighted. False Positive (FP) and False Negative (FN) as two indicators to measure the 

accuracy of an intrusion detection system are proposed. Finally, available approaches to 

developing IDSs are studied. 

 A detailed literature review on generic ANNs is reviewed. At first, the current approaches for 

developing intrusion detection systems and their disadvantages and advantages are listed. 

Since ANN is capable of adapting to the environmental changes while maintaining great 

levels of fidelity and ability to detect anomalous patterns, we focused to provide an intrusion 

detection system using ANN. Following, a brief introduction to BNN and ANN is proposed 

and their principles and structures are compared. Different topologies and types of ANNs are 

exposed. A brief review of pattern recognition techniques is provided. In order to implement 

pattern recognition using ANN, backpropagation learning algorithm is discussed. 

 A novel smart-device security system by utilizing signature-based technique based on the 

artificial neural network is presented. The proposed approach is called Neural Network Host 

Intrusion Detection System (NNHID). At first, general goals of NNHID and its algorithm are 

proposed. Then, components of NNHID: the smart-device, ANN, and an alarm are presented.  

Parameters of smart-devices: hardware vendors, hardware characteristics, and operating 

systems are studied. Since using a real smart-device in the proposed approach has some 

challenges, a cloud-based service that presents online smart-devices is used. Web browser’s 

activities of a smart-device are monitored using cloud-based services. CPU usage, memory 

consumption, and network traffic in the smart-device are observed to discover malicious 
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activities. Finally, a test-bed for signature-based IDS is provided and 42,000 records of 

normal data and 10,128 records of attack data are collected. 

Following, a review of ANN has been conducted and FFNN is selected to implementing 

NNHID. Backpropagation learning algorithm is used to train FFNN. The backpropagation 

algorithm benefits from a gradient descent algorithm to alter the weights and maximize the 

performance. Various forms of the gradient descent algorithm are detailed. In NNHID, the 

trainlm algorithm is used to train the FFNN using MATLAB platform. At first, a FFNN with 

one hidden layer and 10 artificial neurons in the hidden layer is trained. In order to examine 

the efficiency of the number of hidden layers, the number of artificial neurons in each hidden 

layer, the number of input samples, and the number of iterations on the performance of the 

NNHID, four test cases are examined on the FFNN and the results are discussed in Chapter 5.  

An alarm is the last component of NNIHD.  In this study, only achieving the value “2” as an 

output is considered as an alarm for detecting a malicious action on a smart-device and any 

message does not show for the smart-device user. Finally, benefits and limits of NNHID are 

described. 

 In order to achieve a suitable structure for the FFNN, the FFNN is investigated with four 

different structures. At first, the FFNN with one hidden layer and 10 neurons is trained. 

Then, in order to examine the effects of the number of samples on the efficiency of NNHID, 

the FFNN is trained with the three datasets:  11,000, 18,000, and 23,128 records of data. 

Afterward, with the purpose of investigating the impacts of the number of neurons, the FFNN 

is tested with 5, 15, 20, 30, and 35 neurons. Following, in order to study the effects of the 

number of hidden layers on the efficiency of NNHID, the FFNN is trained with 2 and 3 

hidden layers. As a final point, with the purpose of investigating the effects of the number of 
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iterations on the efficiency of NNHID, the training set is iterated 50,100,150, and 200.The 

results of each test case are collected and evaluated in terms of finding the suitable 

effectiveness of NNHID.  

NNHID is evaluated by four metrics: Mean Square Error (MSE), False Alarm Rate (FAR), 

Detection Rate (DR), and Decision Processing Time (DPT). Considering the achieved results 

from four test cases, the number of neurons, the number of hidden layers, and the number of 

iterations may not improve the efficiency of NNHID. On the other hand, the efficiency of 

NNHID is improved by increasing the number of samples. In conclusion, the FFNN with one 

hidden layer and 10 neurons in the hidden layer that is trained with 23,128 records of data 

achieved the reasonable values for MSE (1.51E-06), FAR (1.32), and DR (98%). DPT for the 

afore-mentioned FFNN is 0.02571 (s), and it is bigger than the minimum DPT (0.02189s). 

Since the mentioned FFNN has achieved the reasonable results for MSE, FAR, and DR, and 

DPT is less than the average of DPT for four test cases, it is selected as the suitable FFNN for 

implementing NNHID.  

Finally, the efficiency of NNHID is compared with a known model that is based on anomaly-

based HIDS (ELM). According to the results, the FAR for NNHID is less than the FAR for 

ELM and the DR for NNHID is bigger than the DR for ELM. The results of this research 

prove that SBS detects known attacks efficiently with very limited false identification errors 

and SBS is able to detect known attacks with a high-performance rate. 

To sum up, NNHID as a host IDS is developed in this thesis using FFNN.  

NNHID that is implemented by the FFNN with 1 hidden layer and 10 neurons and 23,128 

records of data is achieved the suitable value for MSE (1.51E-06), FAR (1.32), and DR (98%). 
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Moreover, the efficiency of NNHID is compared to an anomaly-based approach and we can 

safely argue that NNHID is more efficient than ELM in terms of FAR and DR. 

6.2. Future Work 

There are various paradigms in which future work could be conducted to improve the 

achieved results. The future work is detailed as below: 

 Using multi classifier approaches (MCA) in order to implement host intrusion detection 

system and detect attacks accurately with low classification error in real time environment; 

 Investigating the capabilities of  using an unsupervised learning method; 

 Comparing the results of NNHID in both experiments (supervised learning and unsupervised 

learning); 

 Evaluating the efficiency of NNHID with another dataset; 

 Investigating the potential for utilizing datasets from different hardware models and 

operating systems and studying the impact of hardware differences on the signature 

definition. This idea opens the way for generalizing an attack signature to other devices; 

 Investigating the potential for combined attacks as the signature could be limited by one 

attack but followed by another unknown attack that benefits from the initial compromised 

system capabilities; and 

 Investigating ways to limit the runtime impact of the system in terms of processor, storage, 

and battery demands. This particular effort is fundamental to facilitating operational 

capabilities.  
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